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Tassd tyossd esitellédn homedoor jarjestelmd, joka kasittelee tietoteknisia
ratkaisuja liittyen tavaroiden sdhkdiseen tilaamiseen, niiden kuljetukseen ja
gjoittamiseen vdiaikaiseen varastoon noutoa varten. Jarjestelma yhdessa
jeettujen, lasndoloa vaatimattomien vastaanottolaatikoiden kanssa on tarkoitettu
sahkdisen kaupankaynnin logistiikan tehostamiseen. Internet ja uudet teknologiat
mahdollistavat uusia palveluja, arvoketjuja ja liiketoimintamallgja. Tydssd on
tutkittu nditd mahdollisuuksia ja kaytetty niitd homedoor jarjestelman
rakennuspalikoina. Jarjestelma siis esittelee seka logistiikkakonseptin etta siihen
liittyvan teknologisen perustan. Joissain maarin on otettu kantaa myos
jarjestelman taloudel liseen puoleen.

Koneiden vdista kommunikaatiota (M2M) Kkaytetddn kaksisuuntaisen
tietoliikennekanavan luomiseks vastaanottolaatikoiden ja keskitetyn laatikoiden
hallintaa ja vavontapisteen vdille. Yhteys ndn ollen mahdollistaa
vastaanottolaatikoiden  etddltd  halinnan  ja  toiminnan  tarkastelun.
Tietoliikennekanava perustuu GPRS- ja [P-teknologioihin, jotka yhdessa
mahdollistavat jarjestelman mobiiliuden, yhteyden kohtuullisen hinnoittelun,
yhtenéi sen osoitteistuksen jariittavét tietoturvamenetel mét.

Vaihtoehtona M2M:lle on lyhyesti kasitelty OSGi:t4, joka mahdollistaa erilaisten
kotona olevien laitteiden verkottamisen yhdyskaytavan kautta. Kuitenkin, jaetut
vastaanottolaatikot yhdessa M2M:n kanssa tarjoavat jarjestelman, jonka avulla
logistiikkaa kerrostaloihin voidaan tehostaa. Tamd& on my6s taman tyon
padasialinen tavoite. OSGi taas enemmankin tehostaa logistiikkaa yksittaisiin
kotitalouksiin. Koska verkottunut koti kuitenkin on todennakdinen tulevaisuuden
visio, OSGi-tyyppisten ratkaisujen tutkiminen olisi hyva jatkotutkimuksen aihe.
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The homedoor framework presented in this thesis outlines the information
technology solutions related to the ordering of goods and their transportation and
storing in intermediate storage system. The framework in tandem with the concept
of shared unattended reception boxes is meant to enhance the e-commerce
logistics. The Internet and new technol ogies enable new services, value chains and
business models. These potentials are explored and used as building blocks in the
development of the homedoor framework. Thus the framework offers a concept of
e-commerce logistics and technologica basis for it. Thesis aso pinpoints to some
extent that regardless of whether al the technical issues can be met, few
organizations will undertake a project unlessit meetstheir financia criteria.

Machine-to-machine (M2M) communications is used to create a two-way
communication channel between reception boxes and a centralized controlling and
monitoring point for collecting information, setting parameters and sending
indications. The communication channel is based on GPRS and IP, which in
cooperation offer mobility, fair pricing of the channel, uniform addressing and
adequate security functions.

As an option to M2M, Open Services Gateway Initiative (OSGi) is shortly
discussed. OSGi enables the networking of home appliances via a gateway.
Shared reception boxes with M2M provide the data communication framework
for enhancing e-commerce logistics in residential buildings being the primary
goa. OSGi in turn enables the e-commerce logistics to households. However, the
networked home is likely the next frontier, i.e. the deployment of OSGi would be
agood topic for future work.
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The biggest chalenge in e-commerce nowadays is the home delivery to the
customer, i.e. so caled “last mile” in the logistics chain [PYHO1]. Different solutions
[KSHO1] to the problematic delivery issue are proposed to enhance the whole supply
chain. These solutions mainly approach the problem from the customer point of
view. In other words, they introduce distinct methods for the reception of the
customer ordered goods, such as shared and unattended reception boxes.

According to a study in Finland households visit shops on average 4,3 times a week
spending on average 48 minutes time on weekdays and 58 minutes on weekends
[LTT95]. Almost 60 % of the timeis spent in cars and the rest in shops, picking and
packing goods and paying for them. Delivery of the goods to the customer instead of
picking them up from a supermarket, would not only save leisure time, but also
environment in the form of reduction of traffic emissions [PHO1]. Other remarkable
reasons speaking on the behalf of home delivery are physical constraints of elderly or
disabled people and hatred of shopping [HKS'99, MC00]. That is to say that home
delivery would make one’s life easier throughout the lifetime by always adapting to
the current needs.

Anyhow, the delivery task is not easy. At first peoples’ perceptions on the ordering
and delivery processes, which are nowadays considered difficult and slow, have to
change. Secondly, logistics to the homes is a chalenge, which has to be solved in a
profitable way to encourage various parties to participate in the delivery process.
Enablers of the e-commerce logistics, which will be studied throughout this thesis,
are the possibilities offered by data communications and information technology in
general. The emphasis will be on these and on automatism implemented to the
customer end for the administration of an unattended reception box.

YOANJLRXQG +20 (' 225 3WRWAW

This thesis is a part of HOMEDOOR project funded by six industrial partners (50%
share) and European Union (50% share), contract no: G1RD-CT-2001-00493.
HOMEDOOR project promotes EU’s e-Europe strategic vision and it aims to



integrate the existing and new buildings to the global e-commerce network by
providing the logistic solution for residential buildings. The project will research
transportation and storage models, different user interfaces and messaging systems
for electronically ordered consumer goods in buildings.

The main objective of the project is to research and develop an accessible e
commerce based delivery system which enables unattended reception of
electronically ordered goods, such as groceries. The motivation for the barrier free
system is socio-economic: it enhances the quality of life and especially facilitates the
services for aging population. To fulfill the accessibility requirement, cross-sectional
cooperation of various parties, such as representatives of construction technology,
information technology and transportation, is encouraged.

7KH$ IP DQG&RIMINVR WIV7 KRV

This thesis will introduce a framework for enhancing e-commerce logistics using
information technology in tandem with unattended reception box. First, in chapter 2
we will briefly review the concept of electronic commerce and related logistics.
Logistical problems and existing delivery solutions are discussed shortly. In addition,
we recognize the key players in e-commerce and discuss the threats and the
opportunities related to an unattended reception box model.

In chapter 3 we will explore data communication technologies that will later on
contribute to homedoor system. Homedoor system as a whole in this thesis means the
technological solutions related to the ordering of the goods and their transportation
and storing in intermediate storage system for customer pick up. Especially Internet
and GSM based technologies and their security are discussed. As well, CORBA and
OSGi architectures are considered as possible enablers for enhancing e-commerce
logistics.

In chapter 4 we will introduce our framework for enhancing e-commerce logistics.
First we present the project environment and consider the stakeholders of the
homedoor system and their rolesinit. By using UML use cases and activity diagrams
we define the functionality of the system and data flows between stakeholders. We
will introduce the concept of the homedoor system and particularly consider the
characteristics of the data connection to the reception boxes.

Chapter 5 concludes the thesis. We will summarize the research and present our
conclusions.
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This chapter introduces briefly the concept of electronic commerce (e-commerce)
and related logistics. Logistical problems in e-commerce especially from the last
mile point of view are discussed and existing delivery solutions are shortly examined
and summarised.

Main task in this chapter is to recognize the key players and challenges in the game
of e-business in order to develop technical enhancements later on particularly to
those parties that are involved in the supply chain and last mile logistics.

, QMRGXPARQ\R ( &RP P HLFH

What is E-commerce?

Wigand defines E-commerce as denoting: "7KH VP GW DSSIFDIRQ R LQRP DINRQ
DQG FRP P XQRDIRQ WHKRRI\  IURP LW SRQAR RO W W HIGSROQAD®RY \KH
HNH YDOH FKOIQ R EXMHW SIRFBWHY FRQGAMG HBRURQFD® DG GALIQGHG W
HIE®! WH DFFRP SOKP HOAR D EXMHW JRDO 7KHH SUIRFRAHY PDL EH SDUNDORU
AP SBIMDQG PD. HIFRP SDW EXMHW IR EXMCHN DV Z HDDDV EXMHNV \R FRQXP HJ
DQGHRQXP HUR EXMHNV\DQDRNRYY” [Wig97]

The International Engineering Consortium gives alike definition of e-commerce:

“( GRARQF FIRPPHAHLYDQHP HJILQ PRGHOR Q2 VHIXY DG P HIKDQAMQ) \WRY
1QZKIKK BEX\ HY DIH DE® W SDUNASDM LQ DOSKDWH/ R D SXUIRKDH GHAMRQ Z KB
VAREIQ) WURXIK \WWRH SURFHWHY HBPARQFD@ IDIWHJWKDQ LQ D SK MFDOWRH 7KH
SURAHWHY 1LQ HPRWRQF FRP P HIAH LGROGH HPE@Q D RXAMRP HJ W DHFHWY SIRGERWV
[QRPDNRQ HBRNMWPV R SXUKKDH SXUAKDH WPV VHRXHD DG KDYH \WH
SXUKDHWHABG I LQDAAD@ “ [IECO2]

Buying and selling over the Internet has not changed the basic processes of doing
business. Anyhow, some transformation of the processes has happened because of
the new enabling technologies offering more efficient ways of interacting in virtual
marketplace. Core processes [OMG97] and different parties involved in basic e
commerce model areillustrated in figure 2.1 in the next page.



The core processes are:

™
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SWIH\DBY pre-sdes comprises inter alia marketing efforts directed to
potential customers and in general making prospective customers familiar
with available goods and services.

6RXUAQ) sourcing is a process in which the customer and the vendor of the
goods or the services become aware of each other, i.e. it means the search of
the products from the market.

2UHJ after customer has found the goods or the services wanted, an
agreement will be established concerning the ordering of the products.

6HNMBP HQWV invoicing and settlement are supplied. This may include the
definition of the money flows (not necessarily visible to the customer)
between all the different parties, such as retailer, financial institution and
hauler. Process usually includes also activities such as payment medium
selection, buyer authentication, seller authentication and money transfers or
transmission of payment instructions.

6XSS0 &KOQ in supply chain process the supply of the products is managed
and the delivery all the way to the customer is taken care of. Delivery of the
goods and the services over the Internet is obviously a key eectronic
COMIMerce pProcess.
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Pre-sales Sourcing Order Settlement Supply
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The most significant parties that are incorporated in the model depicted in the figure
2.1 are the customer, retailer, marketer, financia institution, hauler and supplier.
Parties integrate to certain processes, for instance customer and retailer are involved
in every phase but financia institution is needed only during the settlement process.
Customer does business directly with retailer but also indirectly with other parties
“viaretaller”. For example, in settlement process retailer is involved (at least in the
form of connection establisher between the customer and the financia institution),
but customer pays for the purchased products to the financia institution (to the
account of the retailer) instead of retailer.

Real time information flow in this context means the exchange of relevant data, such
as catalogue information in sourcing process, contact information in ordering process
and paying in settlement process, between customer and different processes in red
time in a computer network (the Internet). Working in real time places quite
demanding requirements for systems e.g. from the availability and security points of
view in every process separately. Requirements are to be considered in this thesis to
some extent concerning the last mile of the supply chain, i.e. the home delivery.

Real time data exchange occurs also between processes. Nevertheless, the nature of
data at this level somewhat differs from the data exchanged between customer and a
certain process. Between processes supply and demand details, forecasts, planning,
control and product information are transferred in rea time to strengthen and
improve operative business [PAAQL].

I RIDMARVEWXRAMUHIQ( &RP P HAH

Home delivery has to overcome few maor chalenges before it can really take off: it
has to offer clearly added value to the customer and its role as a purely
complementary channel to traditional ways of purchasing should change more over
the direction of a substitutive channel [YTHO02]. Other questions to be answered are
how to handle tight delivery time windows, preservation of temperature regulation in
the reception box (e.g. in the case of grocery orders) and growing number of small
orders to be delivered to the customers [PYHO1].

Responses to these cases are non-trivial and basically they call for the redesign of the
current supply chain to achieve certain level of profitability. Especialy re-
engineering of the last mile in the logistics chain is required. The ordering process
itself can be done in the Internet and order information can be made available in real
time to al parties involved in the logistics. Then home delivery can be done to the
shared unattended reception boxes close to the home door, which has been assessed
to be the most cost effective way to carry out the home delivery process [PYHOL,
KSHO1]. Other, but not so worthwhile scenarios for delivery concept are [KSHO1]:

™ Pick up by customer from collection point in neighboring area
™ Own reception box for every household
™  Attended reception



E-commerce logistics has the potential to revolutionize the current supply chain
model, where the customer picks the goods up from the store. The roles of the
customer and the supplier remain quite the same in the new structure compared to
traditional one, but real time transactions will change the roles of the distributor and
the retailer. Basicaly, in the new cost efficient logistics model retailers will not
anymore pick and pack up the goods from the shelves of the supermarket but straight
from distribution centres to be delivered to the customers. There are even alegations
that delivering groceries directly to peoples homes would be cheaper than keeping
them on supermarket shelves for do-it-yourself picking and home delivery [Mac96].
Therefore, the new logistics structure offers enhancements and new business
opportunities for both grocery and other shops and logistics companies. Current
(upper part of the figure) and new supply chains are illustrated in the figure 2.2
below.
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-- Thomas L. Freese

Home delivery to the customer, the “last mile” of the distribution, is the most cost-
intensive factor in e-commerce supply chains [Sie01]. In business-to-business (B2B)
transactions level of complexity in logistica questions is quite low compared to
business-to-customer (B2C) transactions and related logistics. When delivered direct
to the customer, the number of different customers with their more specific needs
increases rapidly. This way the complexity of the logistics chain in the case of B2C
transactions increases drastically.

Some of the complexity in B2C transactions could be narrowed down, if a certain
company offered only alimited assortment of products (e.g. soft drinks, bread etc.) to
be delivered to the customer. This way storage, assorting and packing would become
easier at the distribution centre and expenses would be cut. With limited assortment
number of products and physical dimensions of an order could be estimated more
accurately and accordingly sizes and temperatures of the reception boxes could be
chosen in a more efficient way. Also delivery vehicles could be optimized for a
certain product range to promote business interests. Anyhow, a webstore with limited
assortment would probably gain only marginal market share, i.e. its processes should
be very cost-effective to reach breakeven operating level. In the supply chain, the
functions could be enhanced through sophisticated order processing, assorting and
packing processes.

One of the fundamental problems in e-commerce is its integration to logistics,
especially to home delivery. Or to be more precise, logistics itself is not the problem,
but the way it is done: e-logistics is purely add-on business, i.e. it only creates more
expenses for the retailer. There is no doubt that order fulfillment; picking, packing
and shipping, wouldn't be the most important link in the e-commerce chain. Nearly
40 percent of the costs of selling products online take place after the customer
presses the Buy button [BayOl]. To sum up, processing of payments, order
fulfillment and product delivery are the largest gaps in el ectronic commerce today.
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In the following we will take a quick look on what has been tried before to solve last
mile logistics problems, what has been good in those solutions and what have been
the main reasons for many difficulties and bankruptcies from the pure Internet
grocery retaillers point of view. We will keep in mind “the story” presented below
when designing the homedoor system. Homedoor system in this context means the
data communication solutions related to ordering of the goods and their
transportation and storing in intermediate storage system for customer pick up.



So, if logistics is hard to carry out, what it seems to be, let us see what the Internet
retailers have tried before. One way in which the delivery was carried out, was to
pick up orders from automated warehouse and load them in trucks each holding
maximum 45 orders [RTO1]. Then in the evening, i.e. once a day, trucks drove to
pick up points and stayed there for five hours for customer pick up. In this way some
savings were done in picking and delivering the orders, but anyway business model
did not succeed: there were too few orders from customers to achieve breakeven
soon enough. Ancther, but quite similar delivery method was introduced in USA.
Only difference really was that pick up points (truck stops) were located close to
large businesses from where customers, i.e. employees, could pick up their products.
In this attempt to break into market 2cold chain® (delivery of frozen food) was also
provided. Unfortunately this was also unprofitable and business was closed down.

One company tried out very aggressive distribution model by constructing highly
automated mega-warehouses with large assortment where picking was done [Gla01,
RTO1, Sal01]. From there products were distributed to regional distribution centers
and further to the end customer by refrigerated vans travelling maximum 10 milesin
one direction. Constructing the whole supply chain from scratch was too big a step
for one company to do. Even if customers, who used the service were quite pleased,
the company run out of money and was shut down. There were simply too few
customers for this business model to reach profitableness.

Reception boxes at the customer end were not involved in the cases described above.
However, there have been some attempts to use reception boxes at the pick up points
(shared boxes) and also at the customer home door (persona box) [Homeport, Ideo,
Jon01, Rol00, Tower24]. Unfortunately there are no details available because of the
commercia nature of endeavours. These attempts have pretty much died out or are in
trouble, because there has not been enough customers. But what is promising, is that
in simulations this delivery model seems to be the best way to carry out the last mile
of the logistics [PYHO1].

But what went wrong in these cases? Most of the pure play Internet grocery
companies marched out in the dawn of new millennium. In the USA and Europe
there were all together around ten different webstores trying to get a reasonable
market share. First thing to notice is that many came out with way too optimistic
financial models and with overestimations of the size of the market [RTO1, Sal01,
YTHO2]. In retrospect it is quite obvious that the dot.com euphoria had something to
do with bankruptcies: there were no common sense used at all, Initial Public Offering
(IPO) was the first and only thing in mind. It is quite hard nowadays to imagine a
time when a company with an untested plan for an online grocery shopping service
could inspire private investors to instantly part with hundreds of millions of dollars.
This did anyway happen only afew years ago.

Compared to traditional 2bricks and mortar® retailing the Internet grocers have some
severe drawbacks which have to be solved to reach the breakeven operating level. A
maor problem are the great variable costs consisting mainly of picking and
delivering the order. These costs are up to seven times greater [RTO1] compared to



traditional retailing, and what is worse, is that costs will not go down as customer
count goes up, because of the variable nature of costs.

One of the big mistakes that the Internet grocers made was the assumption that
because there are some problems with the offline experience, everyone would change
to online [Gla01]. Although many people hate long checkout lines at regular grocery
stores, that does not mean they intend to stop standing in them. There should be clear
added value when using online services and what are the most important things to
keep in mind, are that prices should be competitive and assortment should be nearly,
preferably the same, asin traditional bricks and mortar department stores [PYHO1].

What was common to the first wave of the Internet grocers is that many of them
started from scratch. First they had to create al supplier contacts and to be
competitive, grocers needed large volumes. For large volumes they would have
needed a wide customer base and to attract customers one needs cheap prices and
varied assortment and services [YTHOZ2]. This equation is quite impossible to start
with. The trend, we would say the second wave of the Internet grocers is now that
bricks and mortar retailers are expanding their businesses to e-commerce using their
existing contacts, partnerships and networks. We think that partnering and
consolidations among supermarkets are predictable in the near future. They can take
advantage of the bankrupted Internet grocers' infrastructure and hopefully learn from
their mistakes.

For all that, these logistical considerations discussed above to be thought through are
out of the scope of this thesis, even though we have to keep the facts and figures in
mind while designing the homedoor system. The emphasis will be on the home
delivery and especially on defining the information flows and interfaces between
stakeholders and data communication solutions related to home delivery and
unattended reception box.
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The biggest challenge in e-commerce is the last mile of the logistics chain, i.e. home
delivery to the end customer. It is quite hard to find a profitable business model
because of immature reception box frameworks and peoples prejudices and fallacies
against the unattended home delivery solution. The largest separate problem in
logistics chain might be its instant incompatibility to e-commerce: in business-to-
customer transactions level of complexity in logistical questions is high, because
customers create a number of dissimilar small orders. Current logistics chain with
suppliers, distributors and retailers cannot create enough competitive advantage
when integrated to e-commerce environment: it is just add-on business with large
expenses. Some changes in the logistics structure have to take place before
competitive and attracting home delivery solution can emerge.

In this chapter we recognised the key players of the e-commerce from the home
delivery point of view. They are customer, retailer and hauler. If we think the
problems in logistics chain, we could see aretailer aso playing the role of a supplier



or vice versato enhance e-logistics. That is why we call this key player in the future
by the name trader in this thesis. In addition, many opportunities and challenges were
identified concerning home delivery in general and specifically those related to
unattended shared reception box. These findings are presented in table 2.1 below.
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+ service for elderly and disabled - not enough customers creating turnover

+ elderlys and disableds' independent living
generate cost savings for society

+ autonomy for families with children

+ reduction of traffic emissions

+ business opportunities and process
enhancements for haulers and grocers

+ savings of leisuretime

+ savingsin rents of department stores: shelf
space is not a necessity if delivered from
adistribution center directly

- income distribution structure too difficult
to put in practice between stakeholders

- density of drop-offsistoo small

- cost structure isineffective

- technical problemsin system design and
implementation

- user interfaces are too difficult to use

- customers are not able to touch, smell or
see the product before delivery

- products are expensive because of delivery

- wrong product or wrong amount of
products are delivered

- delivery time windows will not work

- providing "the cold chain" istoo expensive

The main objective of the HOMEDOOR project is to research and develop an
accessible e-commerce based delivery system which enables unattended reception of
electronically ordered goods. The motivation for the barrier free system is socio-
economic: it would enhance the quality of life and especially facilitate the services
for aging population. The economica motivation of the project underlies in boosting
multi-storey building rehabilitation and modernization via introduction of new
logistical solution to existing and new buildings.

This thesis, which is a part of the project, researches the possibilities offered by
information technology for enhancing e-commerce logistics. The emphasis will be on
defining the information flows and interfaces between stakeholders, on data
communication solutions related to home delivery and unattended reception box and
on automatism implemented to the customer end for the operation and administration
of the box. The challenges and opportunities found in this chapter will be kept in
mind and those surely affect on the design of the homedoor system.

In the next chapter we will explore various data communication technologies and

solutions that could contribute to the homedoor system. Homedoor system as awhole
in this thesis means the technological solution related to the ordering of the goods
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and their transportation and storing in intermediate storage system for customer pick
up.
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This chapter researches the possibilities offered by information technology for
enhancing e-commerce logistics. We will explore data communication technologies
and genera IT solutions including protocols that could contribute to the homedoor
system. The aim is to carry out bottom-top approach, meaning that we begin with
basic transmission media and continue with the study of technologies and solutions
which lean on alternative transmission media and provide value adding services to
customers. One of the driving forces throughout the chapter is the security
considerations which are essential in the homedoor kind of systems requiring
reliability and confidentiality. The chapter is concluded with a short review of
present solutions that might also be applicable in the homedoor system. In short, we
will introduce the ingredients from which the technical side of the homedoor system
could be constructed.
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Fundamental for the architecture of the Internet is its operation with the assistance of
different layers [PD00]. Each layer uses the services offered by the 2simpler® layer
beneath it. Two hosts that share and implement the same layer model and same
conventions are able to communicate with each other. These conventions are known
as protocols. The most important protocol in networking is the Internet Protocol (1P)
[RFC791], which offers uniform addressing scheme throughout data networks and
thus enables routing and switching of the data packets. These packets contain
addressing information (IP address) that makes it possible for every networking
device (e.g. router or switch) to decide individually where to route or switch the
packet. From the part of the networking devices, this eases their load, because there
IS no need to store any state information of a single packet going through a router or
a switch. IP's packet-oriented service delivery offers a mechanism, which can be
used independent of the physical transmission layer, i.e. it hides physical media from
the upper layers and thus enables the integration of various transmission
technologies.

The version of IP protocol today is four, i.e. IPv4. The Internet Engineering Task

Force (IETF) has worked on a successor protocol to IPv4. This has resulted in the
standardization of IPv6 [RFC2460]. IP addresses are used to uniquely identify a
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service point located on the network. Accordingly, IP addresses must be unique to
ensure that the particular service point described by address is not ambiguous. In
IPv4 addresses are 32-bits long, thus the size of the flat address space is
approximately four billion addresses. When the network is divided into subnets,
address space diminishes. The problem with IPv4 nowadays is that its address space
is amost exhausted (100 per cent address allocation is impossible). Classless Inter-
Domain Routing (CIDR) eases this challenge by hiding local connectivity structure
when outside the local area. Anyhow, thisis only temporary solution. The exhaustion
of the IPv4 address space has been the main reason for the standardization of IPv6.
IPv6 has 128-bit IP address, which means that address space is so large (3,4 x 10%®
addresses) that there are in the most pessimistic estimates 1500 IP addresses
avallable per sguare foot on the earth's surface. IPv6 has also other advantages
compared to IPv4 in addition to larger address space. It has support for rea-time
services, security support, autoconfiguration option and enhanced routing
functionality, including support for mobile hosts.

Above IP functions transport layer (figure 3.1), where the most general protocols are
Transmission Control Protocol (TCP) and User Datagram Protocol (UDP) [RFC768].
UDP acts only as a multiplexer between applications and network layer. It neither
supports flow control nor congestion control, thus it is a greedy agorithm when
considering offered bandwidth. This is necessarily not a desirable feature, but
anyhow UDP is used for instance together with applications that operate in rea time
(e.g. video conference), because it is alight-weight, quite fast and easy to implement
protocol.

Host Host
A A
Dataflow Dataflow!}
[} 1
Upper layers i HTTPFTPSMTP HTTPFTPSMTP |
Transport layer i TCP UDP Router TCP UDP E
Network layer i P v P E 1= E
Physical layer || _Physical media __| |} Physical media; | | _Physical media_}

JUXH 6P SAHGYI R IQMHEZRNQ) WH® HUP RG-D

IP is a best effort service meaning that all the packets compete with each other
[PDOQ]. If there are alot of greedy sources, networking devices may get overloaded,
which leads into network congestion and packet losses. TCP offers reliable end to
end service (considering lost packets and the order of arrival of the packets) in the
form of flow and congestion control [RFC2581]. With flow control TCP tries to
prevent the situation where sender sends more data to the network what receiver can
receive. TCP's congestion control tries to offer simultaneous data flows a fair piece
of bandwidth and to prevent the emergence of congestion (to be more specific, it
offers means for implicit recovery from network congestion). The most important job
to do for TCP is to control the sending speed of the data. This is done according to
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implicit knowledge how the before sent packets are treated in the network and how
the network behaves at the sending speed at hand. These above mentioned features
and the rapid growth of the Internet society have made TCP's role in today's
networking quite significant: 85-95 per cent of all data packets moving in the Internet
are transferred using TCP [FPO1, TMW97].

Uppermost layer in the layer model is the application layer which offers services for
the end-user [PD0O0]. Most application protocols use TCP, such as HyperText
Transport Protocol (HTTP, the protocol used by web browsers and web servers to
transfer text and graphic files), File Transfer Protocol (FTP for simple file transfers)
and Simple Mail Transfer Protocol (SMTP for e-mail delivery). Domain Name
System (DNS, enables translation between domain names and their IP-addresses.
E.g. www.novogroup.com --> 80.248.160.55) and usually real time applications use
UDP as transport protocol.
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Computer networks are typically shared resources. Sometimes data that is
transmitted is considered to be confidential, thus it should be somehow protected so
that other users are not able to read it. Especially the Internet is quite a hostile
environment, where users are subject to security incidents, including eavesdropping,
attempted intrusion and denial-of-service attacks. In the following we will take a
short look on some cryptography means to provide encryption, authentication,
confidentiality and integrity in data networks.

3.1.1.1 Secure Socket Layer and Transport Layer Security

Secure Socket Layer (SSL) and its successor Transport Layer Security (TLS) are the
most used encryption systems bundled with most www browsers [And01, PDOO,
RFC2246]. They provide privacy, integrity and authentication in web transactions.
SSL is implemented on the top of the transport layer (e.g. TCP) and was developed
to support encryption and authentication in both directions on a HTTP connection.
When HTTP is used in this way, it is known as Secure HTTP (HTTPS).
Authentication is provided by exchanging certificates that are given and verified by
Certification Authorities. However, athough bidirectional authentication is
supported, clients rarely identify themselves to servers. Client can aways check the
identity of a server. Encryption is provided by quite complex key changing
procedures. These keys are used in several layers to encrypt the data. Some of them
can also be one-time keys (passwords) that enhance security. One-time passwords
expire at the moment they are used, i.e. if somebody despite the encryption can
eavesdrop your password, she cannot use it later.

TLS provides privacy and integrity between two communicating applications. It runs
on some reliable transport protocol (e.g. TCP) and composes of two parts. Record
Protocol and Handshake Protocol. Handshake Protocol allows the server and client to
authenticate each other and to negotiate an encryption algorithm and cryptographic
keys before any transmission of sensitive data. This al is done in a secure way.
Record Protocol is used during the data transfer. It provides privacy by symmetric
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cryptography methods and integrity of data with secure hash functions. More details
of SSL/TLS can be found e.g. from And01, PD0O0 and RFC2246.

3.1.1.2 Virtua Private Network and IP Security

The basicideaof aVirtua Private Network [PDOQ] is quite simple. Ideaisto create a
private network via tunneling and/or encryption over public data network, i.e. VPNs
provide an active form of security by encrypting or encapsulating data for
transmission through an unsecured network. VPNS motivation lies in the privacy
and economics of communication. It is financially more attractive to bundle a
collection of virtua networks implemented on a single common physical
communications link than an equivalent collection of separate physical connections.
Motivation for privacy in data communications is obvious.

As discussed above, for providing QoS and data security some form of tunneling
mechanism has to be implemented. There are several ways of constructing a VPN
tunnel, but here we discuss only solutions related to network layer and specifically to
IP[RFC2764]. A VPN tunneling protocol must also support mechanismsto allow for
whatever level of security may be desired by customers, including authentication
and/or encryption of various strengths. For purposes of IP tunneling, there are
numerous mechanisms available, such as IP in IP, Generic Routing Encapsulation
(GRE) tunnels, Layer 2 Tunneling Protocol (L2TP), IP Security (IPSec) and
Multiprotocol Label Switching (MPLS). None of the tunneling mechanisms
discussed except 1PSec have in-built security mechanisms, but rely upon the security
characteristics of the underlying IP backbone. Thus in the following, we shortly
introduce only 1PSec and its procedures.

IPSec is designed to provide interoperable, high quality, cryptographically-based
security for IPv4 and IPv6 [PD00, RFC2401]. The set of security services offered
includes access control, connectionless integrity, data origin authentication,
protection against replays, confidentiaity (encryption) and limited traffic flow
confidentiality. These services are provided at the IP layer so that users are allowed
to select from variety of encryption agorithms and security protocols. IPSec consists
of two protocols. from the Authentication Header (AH) and the Encapsulating
Security Payload (ESP), and in addition through the use of cryptographic key
management procedures and protocols. ESP provides all above mentioned services
and AH also all except confidentiality service. The protocols can be used separately
or together to provide the mix of services that customer wants.
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Global System for Mobile Communications (GSM) is aworldwide cellular telephone
standard, whose standardization began in the early 1980s [Gsmworld]. Nowadays
GSM is used in nearly 200 countries and cellular penetration in Europe is circa 70
percent and in North America around 50 percent. During late 2003 or early 2004, itis
predicted that global GSM subscribers will hit the one billion mark and in some
estimations two billion subscribers are using GSM network in 2010 [Por03]. One of
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the maor factors intensifying the growth of GSM popularity these days is its
utilization in machine-to-machine communications [Nokia].

GSM follows the recommendations and the standards of severa standardization
organizations, such as ETSI, 3GPP and ITU-T [Stu02]. Thousands of pages of
recommendations define functions and interfaces in detail leaving hardware
implementations open, and thus enhances competitive innovation among suppliers.
Using ITU-T definitions, services of GSM can be divided into teleservices, bearer
services and supplementary services.

The most basic teleservice is telephone service that enables wireless transmission of
voice as digital bit stream. Short message services (SMS) fall aso into category of
teleservices. Bearer services alow mobile subscribers to transmit signals in a bit-
transparent way between two GSM users located in any partnering networks.
Supplementary services are provided on top of teleservices or bearer services, i.e.
they are not independent services, but offered together with other services.
Supplementary services include services like call forwarding, cal barring and
subscriber identification.

In the following we will first go through the architecture of GSM network and then
continue with examining service descriptions of SMS and General Packet Radio
Service (GPRS) more closely.
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GSM network consists of several functiona entities, whose interfaces and functions
are specified in detail [ETS 300 522]. These entities can be implemented in different
equipment or gathered, but in any case data exchanges occur between these entities.
Functions are mainly performed using Signaling System 7 (SS7). The logica
architecture of GSM is presented in the figure 3.2.
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A Mobile Station (MS) consists of Mobile Equipment (ME) and Subscriber Identity
Module (SIM), which contains all user's personal data. SIM provides personal
mobility by enabling access to GSM network regardless of used termina. MS
communicates with Base Station Subsystem (BSS) which comprises of Base
Transceiver Station (BTS) and Base Station Controller (BSC). BSS is a set of radio
cells providing coverage of the service area. BTS serves one cell by operating a set
of different radio channels, whereas BSC controls severa BTSs and manages
functions like power management and handover between radio cells.

Home Location Register (HLR) and Visitor Location Register (VLR), together with
Mobile Switching Center (MSC) controlling severa BSCs, provide the call routing
and roaming capabilities of GSM. HLR is a database containing al the
administrative information of each subscriber registered in the corresponding GSM
network, along with the current location of the MS. The location of the mobile is
typically in the form of the signalling address of the VLR associated with the mobile
station, i.e. VLR contains information about all the switched-on MSs in its MSC
area.

For authentication and security purposes there are two registers: Authentication
Center (AUC) and Equipment Identity Register (EIR). AUC is a protected database
and connected to HLR. It provides a list of subscribers secret identity keys that are
used to encrypt the radio channel between MS and BTS. EIR contains one or severa
databases that at least define all valid MEs (IMEIs, International Mobile Equipment
Identity) in the network.

SMS Gateway MSC acts as an interface between a Short Message Service Center
and PLMN allowing short messages to be delivered to Mobile Stations.
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GSM provides security controls for both users and network operator against
undesirable intruders [ETS 300 506, ETS 300 534]. Each subscriber is identified and
authenticated using SIM and applying cryptographic algorithms maintained by GSM
operator. GSM provides encryption techniques and ciphering algorithms that are
categorized according to their functions into five classes. The classes are subscriber
identity confidentiality, subscriber identity authentication, user data confidentiality
on physical connections, connectionless user data confidentiality and signalling
information element confidentiality.

Subscriber identity confidentiality provides privacy of the identities of subscribers
and enables protection against tracing of a subscriber by listening the signalling on
the radio path. Subscriber identity authentication is meant to prevent unauthorized
use of the GSM network by introducing an encrypted subscriber authentication
procedure. Data and signalling confidentiality features provide means to prevent any
disclosure of user signalling or data to unauthorized individuals.

Subscriber identity authentication and confidentiality procedures are clearly defined
in ETSI standards and they are executed between MS and BSSMSC/HLR/VLR.
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Procedures are not dealt with here, because they are not relevant. What is relevant is
that all confidentiality (encryption) takes place only between MS and BTS, i.e. only
radio channel between them is encrypted [Pen00]. That is to say that SMSs, voice
and signalling are not encrypted in the fixed parts of the GSM network, unless any
additional security features are applied. Confidentiality is exposed to security attack,
if operators use unencrypted microwave links to the BSSs. The encryption itself is
also vulnerable, because used algorithms (A3/A8) are too weak to resist computation
power of present day computers.
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The Short Message Service (SMYS) is the ability to send and receive text messages to
and from mobile telephones [ETSI TS 100 901]. The text can comprise of words or
numbers or an aphanumeric combination. Each short message is up to 160
characters long when Latin aphabets (7 bits/ character) are used, i.e. message length
is 140 octets (bytes). SMS is a store and forward message system which means that
the message is sent from the originator via SMS Center to the recipient. Store and
forward enables also delayed delivery of messages if for some reason recipient
cannot be immediately reached. Once the message is received, an optional
confirmation message is sent back to the originator which in effect guarantees
delivery. Because SM 'S messages are sent in the signalling channel, messages can be
sent and delivered even if the phone's voice/data channel is occupied. The SMS
throughput correlates with the speed of signalling channel in operator's network, i.e.
SS7. Current SMS Service Center hardware can handle few thousand SMSs per
second [IPSM SC], meaning that messages are delivered in few seconds from sender
to receiver, if the network is not congested.
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Successful short message transfer (mobile terminated) is presented in figure 3.3
[ETSI TS 100 901]. At first SMS Service Center (SC) needs message to be sent.
Message can be delivered to SC e.g. from MS or www. Delivery to SC is not handled
in detail here. SMS-GM SC is used to query from HLR the current status and location
of the MS where SMS is destined. If receiving subscriber is inactive message is
gueued and HLR will take later care of the message delivery. If receiver is online,
message will be forwarded viaM SC or SGSN (GSM vs. GPRS) and VLR to MS.

Signalling channel where SM Ss traverse from sender to receiver is only encrypted in
radio interface [ETS 300506, ETS 300534]. They are in plain text form in
operator's network and need to be secured to achieve better privacy and
confidentiality. Thisissue will be dealt in the next chapter SM'S Security.

We present here also the cost structure of SMSsin 2/2003 in Finland (table 3.1). All

prices are in euros and phone subscriptions are meant for message transferring
between machines (M2M), not between persons.
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Start-up Costs 2,90 6,47 8,21
Monthly Fee 3,20 2,60 2,79
Price/SMS 0,08 0,098 0,13

3.2.3.1 SMS Security

As described earlier, SMSs traverse unsecured in operators networks and thus
additional security methods have to be applied to guarantee integrity and
confidentiality of sensitive data. One method, which will be reviewed here, is to use
security mechanisms for the SIM application toolkit provided by ETSI.

ETSI specifiesin ETSI TS 101 181 a method for securing packets between sending
and recelving applications [ETSI TS 101 181]. Secured packets contain application
messages which are commands or data exchanged between sending and receiving
entities. Entities in the GSM PLMN and the SIM are responsible for applying
security mechanisms to the application messages.

Overview of the security system is presented in the figure 3.4. System's sending
application prepares application message and delivers it to sending entity with an
indication that security is to be applied. Sending entity first adds security header
(command header) to the message and then applies requested security to the
application message and the header. The result is called secured command packet.

Under normal the circumstances receiving entity receives the command packet and
unpacks it according to the security parameters indicated in the security header. Next
the application message is forwarded to the receiving application with an indication
that security was applied to the message. It is also possible to create a secured
response packet, which consists of a security header (response header) and optionally
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of application specific data from the receiving application. Both the header and the
message are secured and returned to the sending entity.

A
v

Sending Sending Receiving Receiving
Application Entity Transport Entity Application
SIM application SIM or SMS-SC SMS SIM or SMS-SC SIM application
YLUXWH 60 6 VFEXUWMMWMP RHYEZ X 76, 76 @

Securing is carried out applying DES or Triple DES ciphering algorithms which are
specified by ISO/IEC organization. Algorithms are not handled in detail here. By
applying SIM security mechanisms we gain end-to-end security without any
disadvantages except one. That is to say security headers in command and response
packets cause overhead and thus reduce the size of the payload. In response
messages this is not remarkable, if we do not attach any data to responses. In
command packets fixed overhead is 15 octets and variable overhead is approximately
10 octets depending on the length of the message and applied security agorithms. As
previously noted, SMSs are 140 octets long (160 characters) [ETSI TS 100 901]. If
we presume overhead of 25 octects, our payload is then 115 octects, i.e. 130
characters. Then, if messages are longer than 115 octects, they have to be
fragmented.

* HH.DGB DANHAS DAR 6HIMEH

General Packet Radio Service (GPRS) [Cha0l, ETSI TS 101 344, Sam02, Stu02] is
being standardized by ETSI to provide packet data service using the GSM network.
In other words, it is a set of GSM bearer services that enable packet mode
transmission within a GSM network and internetworking with externa data
networks. Packet switching, compared to GSM which is circuit-switched connection-
oriented technology, gives us a few benefits. At first we can utilize radio resources
more efficiently, because bandwidth is used only when sending or receiving data.
Thisisvery cost-effective and for the end user this means that sheis only charged on
the basis of the amount of transferred data. Sharing of the radio channel enables also
multiplexing of severa logical connections to one or more GSM channels and thus
more flexible and efficient usage of the radio channel. Secondly, packet switching
gives us opportunity to operate in the Internet world using the Internet Protocol (1P)
and its addressing scheme.

One important feature of GPRS is that it is always-on service meaning that there are
no dia-up formalities and connection set ups taking extratime [ETSI TS 101 344,
GPA'02, KAG'01, SEW02, SHO2]. GPRS offers higher bit-rates compared to GSM
data services (up to 9,6 kbps), because multiple data connections can co-exist on one
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physical channel. In theory GPRS can offer data rates over 150 kbps, but in practice
throughput is somewhere between 5 kbps to 40 kbps depending heavily on the
number of users on the same channel, environment where the mobile equipment is
used, used applications, the sizes of transferred files and how many time dlots are
used in paralld to transfer data. Response times in GPRS are between one to four
seconds al so depending on the above mentioned factors.

GPRS alows sending and receiving of SMSs via radio channel. As SMSs can be
transferred in GSM concurrently when carrying out a telephone call, so in GPRS data
can be sent during a phone call (class A). GPRS introduces three service classes
[Cha01, Stu02] with various performance characteristics:

™ Class A allows simultaneous usage of all GSM and GPRS services, such as
voice, SMS and data.

™ Class B terminals monitor both GSM and GPRS services simultaneously, but
they can be used only one at atime.

™ Class C does not support simultaneous usage of any kind, i.e. user must select
the service to connect to.

We present here also the cost structure of GPRS connections in 2/2003 in Finland
(table 3.2). All prices arein euros.
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Start-up Costs 5,80 12,94 16,42 16,42
Monthly Fee 19,85 6,60 6,89 21,09
Price/Megabyte 0 1,75 1,95 1,75

1) Fixed monthly fee. No other costs.
2) 10 MBs of GPRS data and after that 1,75 euros/MB.

3.2.4.1 GPRS Architecture

GPRS is an extension to GSM services and it does not mandate any changesto MSC
base in GSM architecture [Cha0l, ETSI TS 101 344, Sam02]. Some changes are
anyhow needed in base stations to allow packet based traffic. Databases and
interfaces also need to be upgraded for GPRS. Excluding the base station subsystem,
no data goes across the GSM architecture. The GSM network is contacted only in
signalling purposes to find out GPRS user profiles and locations. There is a strict
separation between physical and network layers in GPRS and it offers transparent
methods for data transfer. These features enable implementation of future radio
access technologies and protocols without any major changes to architecture.

The GPRS architecture [Cha0l, ETSI TS 101 344, Sam02, Stu02] (figure 3.5)
introduces two new networks nodes for data handling: Serving GPRS Support Node
(SGSN) and Gateway GPRS Support Node (GGSN). SGSN isthe MSC in the GPRS
world. It maintains logical link between M Ss located on its service area and forwards
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incoming packets to appropriate network nodes. SGSN also takes care of
authentication and encryption of packet switched data. If incoming packets are
destined to external data networks (e.g. the Internet), they are forwarded to GGSN
via IP-based GPRS backbone. GGSN provides the interface to extenal data networks.
It takes care of IP address allocation of GRPS terminals and forwards M S destined
packets to appropriate SGSN. The GPRS backbone provides lawful interception of
GPRS data, charging, accessto other operators networks (roaming) and DNS.
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3.24.2 GPRS Security

GPRS user identity confidentiality and authentication are similar to GSM with the
distinction that procedures are executed from the SGSN [ETSI TS 101 344].
Confidentiality of transferred datais carried out by encrypting the air interface from
MS to SGSN. Compared to GSM where data is encrypted from MS to BTS, GPRS
confidentiality method gives a bit better protection against unauthorized behaviour in
the network. GPRS introduces a new ciphering algorithm A5 for data and signalling,
which is implemented in Logical Link Control (LLC) layer. However, GPRS also
suffers from the fact that end-to-end data can be compromised in operator' s network,
unless any additional security features are applied.

There are basically three ways to enhance GPRS security [Rau00]. These practices

provide secure remote connections from the corporate intranet over operator's GPRS
network to MS. However, we have to notice that all solutions do not provide bullet
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proof security in operator's private network. Solutions are end-to-end VPN, network
level VPN between GGSN and corporate intranet and dedicated connection from
GGSN to corporate intranet.

End-to-end VPNSs (figure 3.6) provide the best security from the customer point of
view. Connection is encrypted wholly from MS where encryption is done to VPN
server where decryption is done. However, there may be problems with
implementing this solution, if Network Address Trandation (NAT) is used at some
point of the connection. This means that an IP address is not uniform throughout the
connection complicating the functioning of IPSec solutions, which are applied to
create the VPN connection. In the future, when transition from IPv4 to IPv6 is
carried out this problem will be solved. Then every device can have own public IP
address. Until that NAT problem can be solved by UDP encapsulation, but it slows
down the connection due to extensive overhead of the protocol stack.

End-to-end VPN

Data Network

;j/ (Internet)
=
Firewall i’;.”:”:’

-i'li!’/

VPN
server
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Another solution, network level VPN between GGSN and corporate intranet creates
VPN connection between corporate VPN server and GGSN. Then another VPN
connection from GGSN to MS can be created. Latter places quite harsh requirements
to the operator's network and MS, e.g. roaming in secured way is not possible and
additional equipment has to be implemented to GGSN. Pros of this solution are that
connection is secure in public networks and it does not have NAT problem
concerning IPSec. If implementation of a VPN is not possible in operator' s network,
then we have to use encryption in higher levels of the OSI model to guarantee end-
to-end security.

The third solution is to bypass the public network by using a dedicated connection
from GGSN to a corporate network. Anyhow, it is quite expensive and does not
guarantee end-to-end security, unless other encryption methods are additionally

applied.
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Wireless Application Protocol (WAP) is a protocol that has established a de facto
standard for the way in which wireless technology is used for the Internet access
[WAP210]. Anyhow, WAP does not provide Internet browsing as with PCs, but
lightweight WAP services with little data. WAP technology has been optimized for
information delivery to thin client devices, such as mobile phones. The environment
where WAP operates is very chalenging. Hand-held devices tend to have less
powerful CPUs, less memory, restricted power consumption and small displays. Also
networking is more constrained in the mobile environment. There is less bandwidth,
more latency and predictability of connections stability and availability are more
challenging compared to fixed internetworking.

The idea behind WAP is to use a client server methodology with emphasis on the
server doing most of the work. One of the main features of WAP is that it can use
any underlying transport standard (a.k.a. bearer), such as SMS or GPRS. The WAP
architecture is not handled here in detail, because it is not relevant. What we want to
do isto present WAP protocol stack [Cha01] and the functions of protocols at mobile
termina side. Information of these protocols is needed later in the chapter WAP for
Wireless CORBA. The WAP protocol stack is presented in the figure 3.7.

WAE

WSP

WTP
WTLS

WDP
bearer: SMS, GPRS
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Wireless Application Environment (WAE) is a micro-browser environment where
services are executed. It defines the user interface on the mobile termina. Wireless
Session Protocol (WSP) links the WAE to two session services, either to Wireless
Transaction Protocol (WTP) or to Wireless Datagram Protocol (WDP). Thus WSP
enables client-server relationship and provides establishment of shared state between
network elements. WTP provides connection-oriented client-server communication.
It is a lightweight transaction service that handles both reliable and unreliable
requests and asynchronous transactions. Wireless Transport Layer Security (WTLS)
is an optiona function that is based on the TLS standard [WAP187]. WTLS is
defined for secure transport over datagrams. It provides aso authentication and
privacy for ongoing communication and enables end-to-end security to secure
domains via UDP- or WDP-enabled clients. Wireless Datagram Protocol (WDP)
provides an unacknowledged bearer-independent datagram-oriented service, which is
similar to UDP. If bearer offers IP service, then UDP is used instead of WDP.
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Considering SMS as bearer, WAP has one disadvantage: it is quite expensive. One
SMS can carry only 140 bytes of payload and because WAP causes overhead, even
simple transactions require multiple SMSs [Cha01]. GPRS features include efficient
use of resources, always-on feature and innovative charging models. These make
GPRS more attractive, if thereis a greater amount of datato be transferred.

&RP P RQ2 ENMRN HTXHWW/A RNHUS URKIWRMULH

Common Object Request Broker Architecture (CORBA) is a standard promoted by
the Object Management Group (OMG), which enables integration of distributed
object-oriented systems [OMGO02]. OMG is in 1989 founded international
consortium of over 800 companies including al the major players in the computer
industry. Primary goas of the OMG organization are to promote reusability,
portability and interoperability of software. Practically this means that CORBA is an
object-oriented middleware enabling the integration of heterogeneous applications
platform and operating system independently.

Using the standard protocol 110P, a CORBA-based program from any vendor, on
amost any computer, operating system, programming language, and network, can
interoperate with a CORBA-based program over data networks. The current version
of CORBA is 3.0. It is an interesting and very vast standard, whose surface is only
touched in thisthesis.

&2 5% $ UARKIWRAMUH

The CORBA paradigm [OMGO02] follows two existing methodologies, distributed
client-server computing (or to be more specific, Open Distributed Processing) and
object-oriented programming. It defines common object semantics for specifying the
externally visible characteristics of objects in a standard way. In this model clients
request services from the objects (servants) through a well-defined interface.
Interfaces are defined in OMG's Interface Definition Language (IDL). A client
accesses an object by issuing a request through the Object Request Broker (ORB) to
the object. The request is an event that carries information including the operation,
the object reference (distinguished object name, typed by IDL interface) of the
service provider and parameters. The functionality of CORBA and its entities are
introduced in more detail later in this chapter.

All object services are described with IDL [OH98]. It provides necessary information
to generate client and server skeleton code that hides the distributed nature of the
solution when using an object's interface operations. The definition of the interface
specifies the object's functions, data types, attributes and possible exceptions without
making any assumptions about object's implementation. An IDL compiler is
responsible for mapping IDL interfaces to the particular programming language, such
as C, C++ or Java.

What is very important to recognize, is that client-server roles in CORBA are for

coordination purposes only. Depending on the case at hand, object on the ORB can
be either a client or a server, i.e. implementation of an object may also be a client of
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other objects. In addition, the server can call the client with so called callback
method. Thus callback reverses the roles of a client and the server. Any server that
has an object reference for the client's calback object can remotely invoke it.
Callbacks allow creation of a very dynamic environment, where servers for instance
can invoke callbacks whenever they need to tell to a client something.

) 4
A y ‘ y
IDL DSI

IDL ORB skeleton Object
stubs Interface Adapter

GIOP/IIOP @ @

|:| ORB specific interface
_ Stubs and a skeleton exist for each object type
|:| Identical interface for all ORB implementations

|:| Multiple object adapters may exist
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In the following CORBA architecture is discussed in more detail [OH98, OMGO02,
Sch02] (figure 3.8).

™ &@HNVis the program entity that invokes an operation on an object
implementation. Client accesses objects through interfaces, so it does not
know anything about the implementation itself. To make a request, a client
can use either Dynamic Invocation Interface (DII) or IDL Stub.

™ 2 BVMRV 6HXYDQN provides the semantics and the implementation code for
object's methods. Objects can be written in a variety of programming
languages as the implementation neither depends on the client requesting the
service nor the ORB. Object receives the requests from IDL skeleton or from
Dynamic Skeleton Interface (DSI).

™ 2 BMPAB HDXAMAPARNHD 25% is the middleware that establishes the client-
server relationship and maintains location, access and persistence
transparencies for CORBA objects. The ORB has the responsibility for
finding the object implementation, for preparing object implementation to
receive requests, to deliver requests to object and return any response to the
client. In short, ORB simplifies programming by making client requests
appear to be local procedure cals.
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2 5%, QMJDHHinteracts directly with the ORB and is the same for al ORBs.
Because most of the functionality is provided by other parts of the
architecture, ORB interface consists of only few Application Programming
Interfaces (API) to local services e.g. for converting an object reference to a
string.

,' | 6\MEV are created by using an IDL compiler and they represent the
mapping between the language of implementation of the client and the ORB
core.  Accordingly, they serve as 2glue® between client and server
applications. IDL stub accepts client's invocation as it were alocal call and it
takes care of encoding the request parameters, dispatching the requests to
object implementations and decoding the repliesif any.

., | 6NHPWRQIs created using IDL compiler and it provides interfaces to each
available service. Skeleton receives invocations from the ORB and
transforms them into local calls for the object. It aso hides al the
communication details from the servant and thus eases the programming of
the objects. The existence of IDL skeleton does not imply that thereisan IDL
stub, because invocations can a'so come from DI|.

"\@PLF , QRN ,QMICH ' ,, alows clients to invoke operations that
were not known at the time of compiling the client code. Anyhow, client has
to supply information about the operation and parameters to be used. DIl aso
makes it possible for clients to make send-only and separated send and
receive operations. These operations are not alowed to be performed via IDL
stubs.

"\Q@PLF 6NHDIRQ ,QMIDH ' 6, alows dynamic handling of object
invocations that were not known at the time of compiling the application.
When client makes the request to the object, it does not know whether DSI or
IDL skeleton is used.

2 BMPNS @BWJ allows primarily the ORB core to deliver requests to object
implementations. Wide range of object granularities complicate the core's
task to provide a single convenient interface for objects. Through object
adapter implementations associate with the ORB. Object adapters can also
specialize to provide support for certain object implementation styles and
thus ease the management of different objects from the ORB core's point of
view.

,QMJOFH 5HSRMRY is a run-time database that contains IDL-defined
interfaces in a machine-readable form. It enables modifying and obtaining
information about available interfaces and may be used by the ORB to
perform requests. In addition interface repository can be used to store
additional information associated with interfaces.
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™ P SBPHMRQ 5HSRMRY  enables locating and activating implementations
by the ORB. Implementation and policy related operations are done with the
help of the implementation repository. In addition, it serves as a place to store
additional information, such as trace information, audit trails etc. associated
with implementations of ORBSs.

One of the main features of CORBA is that it provides interoperability of ORBs
[OH98, OMGO02]. Interoperability is provided directly ORB-to-ORB if they are
located in the same domain, i.e. they understand the same object references and same
IDL system. If ORBs are located in separate domains, bridge-based interoperability
is needed. Genera Inter-ORB Protocol (GIOP) specifies a transfer syntax and a
standard set of messages for ORB interoperation over any connection-oriented
transport. The protocol is simple, scalable and easy to implement. The Internet Inter-
ORB Protocol (110P) specifies how GIOP is built over TCP/IP transports. The
protocol is designed to be suitable and appropriate for use by any ORB to
interoperate in IP domains. The ORB interoperability architecture provides aso
Environment-Specific Inter-ORB Protocols (ESIOP) that allow ORBs to be built for
special situations in which certain distributed computing infrastructures are aready
inuse.

CORBA aso provides a bunch of system-level services that are packaged with IDL-
specified interfaces. The most important service probably is the Naming Service that
allows components to locate other components by name. Other services specified by
OMG are Callection Service, Concurrency Service, Enhanced View of Time, Event
Service, Externalization Service, Licensing Service, Life Cycle Service,
Management of Event Domains, Notification Service, Persistent State Service,
Property Service, Query Service, Relationship Service, Security Service, Telecoms
Log Service, Time Service, Trading Object Service and Transaction Service.

CORBA is quite a complex standard and it has been aso criticized on its
performance in client-server architectures [AMO02, K h98]. It has been said that
CORBA lacks decent real-time features and Qo0S. Language mappings cause some
impracticality and ORB implementations are bit clumsy. Performance of CORBA is
very depended on the implementation of an ORB. However, compared to other
client-server models, CORBA has several advantages and forthcoming versions of
CORBA will surely try to tackle present problems.

$3 IRU: WHDW&2 5 %%

Bringing CORBA to wireless environment is desirable, because it facilitates
interoperability of distributed client-server applications. However, the standard
approach deploying CORBA over I1OP is not suitable, because TCP/IP experiences
poor performance and reliability over wireless links [RSS99]. Wireless links often
suffer from high bit error rates and packet losses. TCP's behavior in erroneous
environment is not appropriate, because it treats timed-out packets as congestion in
the network and in consequence slows down the transmission speed.
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WAP provides a framework that enables contents and applications to scale across a
range of wireless bearer networks transparently. With the help of WAP we can also
take care of sudden losses of connection, low bandwidth and high bit error rates. For
convergence of WAP and CORBA mapping of GIOP to WAP is needed, since ||1OP
is not applicable. To this purpose Wireless Inter-ORB Protocol (WIOP) is introduced
(figure 3.9).
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WAP does not require all applications to use the whole protocol architecture (figure
3.7). For the purposes of WIOP we can use WDP as transport service or UDP in the
case where bearer offers IP service (GPRS) to guarantee bearer independent
transport. Because of GIOP requirements, the implementation of WTP is needed for
reliable requests (and replies) and asynchronous transactions. To handle sudden
disconnections WAP introduces WSP. If security is to be applied, WTLS can be
integrated into the protocol architecture. WIOP gateway takes care of appropriate
trand ations between fixed and wireless networks, such as address translations.

We have to notice that this architecture is not a standard solution. It has some
drawbacks, but anyhow commercial solutions using this technology are available.
OMG organization has recognized the potentials of CORBA aso on wireless
networks and standardization of Wireless CORBA isin progress. On the other hand,
WIOP gateway deploying WAP for wiredless CORBA addresses drawbacks
associated with 11OP and is thus efficient way to bring CORBA to wireless world.

2 SHQ6HNMBAV* DMZ D, QLADAYH

Open Services Gateway Initiative (OSGi), established in 1999, is a non-profit
consortium of more than 70 companies from around the world [OSGI]. Its mission is
to create open specifications for enabling the deployment of services over wide area
networks to local networks and devices. OSGi also works to proliferate these open

specifications through the sponsorship of technology, market and user education
programs.
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OSGi has established a set of principles, which are guidelines through the planning
and definition processes of the standard. The principles[MKO01] are as follows:

™ 3OMRP LQEBEHHIH OSGi platform can be implemented on various
different platforms.

™  $ SSTFDWRQ LQE-BHIEHHH The capabilities of the available software can be
used in any computing environment through OSGi platform.

™ 0 XEAMEH VHMFH \KSSRW OSGi is capable of hosting different applications
offered by any service provider.

™ GHMFH FRMERDNRY \XSSRIV Services implemented on OSGi platform are
able to adapt, cooperate with and find other available services dynamically.
This guarantees easy expandability of the system.

™ 6HXUW Because OSGi supports concurrent execution of applications
offered by different service providers, taking care of security issues between
the servicesis an important task.

™ 0 XM HAZRN WHKERRI\ XSSRW OSGi supports several networking
technologies both at Local Area Network (LAN) and at Wide Area Network
(WAN) levels.

™ 6LPSTHW Service and content providers and gateway operator (see OSGi
architecture) handle the most of the complexity and the administration of the
platform, i.e. end-user does not have to be I T-professional of any kind.

Networking at homes is steadily speeding up and more and more traditional personal
computers are being interconnected in the home. Also home appliances, such as
refrigerators, alarm systems, temperature control, electricity meters, lighting etc. are
finding their way to the Internet. Such a smart home, a house or a living environment
that contains the technology to alow devices and systems to be controlled
automatically and remotely, has been for a while a hot potato in the research
community [VFO02]. Because of the diversity of the home appliances, networking and
device technologies, some kind of coordination via central connection point or
gateway is needed to enable the cooperation of mixture of architectures. OSGi
provides a specification for such a service delivery point. In the following chapters
the OSGi home network architecture is introduced and later on the OSGi framework,
i.e. the operation and services of the service gateway, is discussed in more detail.

2 6* L$ IRKIWRAMUHDQG) P HZ RN

OSGi architecture [DFK*02] and related standards are depicted in the figure 3.10.
OSGi gateway has obviously a key role in the architecture. It acts as a central point
managed by the gateway operator between local area and wide area networks. It is
capable of supporting and integrating variety of services and one of its main
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functions is to operate as an execution environment for the services offered by
service providers.

Service platform [MKO1] is an application server, which enables delivery of much
more diverse services than norma plain Web browser could offer for the client.
Because it acts as an execution environment, service platform facilitates operation of
services of different service providers for the usage of customer home devices in
their own local networks. Interoperability of the servicesis also made possible by the
service gateway. OSGi service platform contains a specification [OSGI] for a service
framework, which is the core of the environment. Specification delineates APIs (see
figure 3.11) that address life cycle management, interoperability of the services, data
management, device management, client access, resource management and security.
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Client (figure 3.11), i.e. remote user, connects to service using an appropriate
technology, for example TCP/IP [MKO1, OSGI]. Service provider provides value
adding services and delivers them to the gateway operator, who is responsible for the
combining of the services and the correct operation of the gateway. Gateway
operator assures integrity and the security of the execution environment. Operator
also monitors the operation of the gateway, instals new services, removes old
services and makes sure that services have enough available resources and
permissions to be executed by the clients, i.e. zero end user administration is enabled.
Service management application as awhole is market or gateway operator specific.

Variety of different devices connected to OSGi gateway can be quite extensive,
especially when considering the communication technologies used to interconnect
these devices. They can be attached to gateway directly, such as via Universal Seridl
Bus (USB) port, or indirectly via wireless or wired networks. Interconnecting
technologies include among others Bluetooth, Home Audio / Video Interoperability
(HAVi), IEEE 802.11 (Wireless Local Area Network, WLAN), |IEEE 802.15
(Wireless Personal Area Network, WPAN), |EEE 1394 (FireWire), Jini, Salutation,
Universal Plug and Play (UPnP), X10, HomeRF, HomePlug and HomePNA
[DFK*02, MKO1].

OSGi is Java 2 based cross-platform framework that hosts a dynamic set of
downloadable interoperating binary components (service implementations), called
bundles [Che02, OSGI]. Bundles are executed inside the framework in a well-
defined and secure environment. They are able to access the capabilities of the
underlying Java Virtual Machine (JVM) and the operating system as required (figure
3.12).
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Bundles are Java Archives (JAR), which include java classes and all the other
resources that provide functionality to end-users and other bundles [OSGI]. Through
OSGi framework service registry bundles are able to exchange their services in a
controlled way: bundles register new services that may be used by other bundles,
they receive notifications about the services and can look for existing services via
registry. Installed services can be extended easily as new features and modifications
can be done without need to restart the whole system. In the figure 3.13 the life cycle
management of a bundle is presented. Bundles are handled separately and once a
bundle is started, its functionality is provided and services are usable by other
bundles. Before starting bundle is installed to the storage of the framework where it
remains until it isexplicitly uninstalled.
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Because the service specifications are decoupled from their implementation, OSGi
services can be used via their APIs without knowing any implementation details.
This fact gives developers and service deployers freedom of action considering the
design of new applications. OSGi specification release 2 itself defines ten services,
which are specified by their service interfaces. These services are introduced and
some insight to the possible future services is given shortly in the following.

OSGi services [DFK*02, MKO01, OSGI] are:

™ 3DANDJH $GPLQ 6HMFH Because bundles are able to use each others
services, there will be dependencies between them. When bundles are
updated or uninstaled, a decison must be taken concerning the shared
bundle. Package admin service provides methods for examining bundle status
and policies for package sharing.

™ 3HPIMWRQ$ELQ6HMH A bundle can have a single set of permissions,
which are maintained by the framework. Permissions are used to check if the
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™

™

™

™

™

™

™

bundle is authorized to execute privileged code. Permission admin service
grants to management bundle administration permissions and takes care of
bundles default permissions. bundles that have access to this service, have
full control over the whole OSGi environment.

6HXMEFH7WANHJ Bundles have to register their services to the service registry
before they can be used and unregister when the service is no more needed.
This generates a dynamic environment where tracking of the service elements
is necessary. Service tracker defines utilities for registration, modification and
unregistration of servicesin the serviceregistry.

/ R 6HMFH Log service provides means for logging OSGi environment
events to the gateway operator in a consistent way. It consists of two sub-
services. one for logging and another for accessing and retrieving the logging
data.

+ 773 6HXMEH HTTP service represents a Java servlet engine available on the
gateway, on which bundles may register servlets and static resources, such as
HTML files. This web server alows users to remotely access and control
servicesin an OSGi environment using a standard web browser.

" WMFH $HHWV Device access specification alows multiple devices to be
discovered, i.e. automates connecting device drivers to corresponding
hardware. Specification defines the framework of dynamic discovery and
attachment of devices and makes it possible to gateway operator to find and
match a proper device driver to devices. Various discovery and
interoperability scenarios are presented for instance in [DFK*02].

&RQALIXDIRQ$ GP LQEHMFH Bundles that are deployed on the gateway have
to be configured. Configuration admin service defines the means how the
bundles are configured and how updated configurations are communicated to
the bundles. Specification supports both local and remote management.

0 HNSH This specification allows services to specify the type information
of data based on attributes, which are key/value pairs. This way bundle
developers are adlowed to use attribute types in a computer readable form
using metadata. Method gives more flexibility for recelving structured data
from the outside world, i.e. it facilitates the communication between different
devices.

SWUHHHHAV 6HMFH Preferences service is a lightweight database (only
scalar values and byte arrays are supported) for storing user information, such
as default lighting when at home or position settings of aseat in acar.

8 WU SALQ 6HMFH User admin service is a generic authentication and
authorization service on the gateway. Service supports various techniques for
user authentication, such as passwords, one-time token cards and certificates.



Authentication architecture is a role based model. In the model users have
predefined roles and groups, which define the privileges of a user.

OSGi is a dynamic organization whereupon future capabilities are researched and
developed al the time [OSGI]. OSGi Expert Groups are nowadays designing
specifications among others for positioning, charging, messaging, communication
and Public Key Infrastructure (PKI) purposes. Anyhow, nothing is to guarantee that
planned specifications will be published.

Positioning service would provide location information of for instance a car or the
nearest restaurant. Charging service would enhance operators' billing and also enable
pay-per-use services. Messaging and communication services are planned to improve
secure and in addition offline communication between bundles located anywhere in
the world. PKI based service would bring public-key cryptography model into the
OSGi framework and enable e.g. user authentication without shared secrets. [OSGI]|
However, in public key infrastructures distribution of certificates, chains of trust and
possible Domain Name System (see chapter 3.1 for DNS) forgeries bring aong
difficulties which should be handled in a decent way before deploying PKI at full
scale[And0l].

( P EHIEHG, QMLCHAB\ WP V

Embedded systems (computers) are used almost everywhere [Lee98]. Often they are
small, inexpensive and low power devices used to control and monitor some other
device. They are capable of making complex decisions and critical for applications
such as security systems, telemetry and telematics. The Internet gives these machines
away to communicate, which in turn enables new services and efficient behaviours
of devices. In the following we will take a look on the possibilities of different
embedded Internet systems.

0 DAKIQHWR 0 DRKIQH& RP P XQIFDARQY

Machine-to-machine (M2M) communications [Gus01] is an application segment that
involves machines talking to each other. M2M concept is used to create a link
between remote devices for collecting information, setting parameters, sending
indications or taking care of online transactions. M2M enables two-way
communication between remote and local devices and remote configuration of the
machines. Motivation for M2M lies in the cost savings that can be generated via
automatic controlling and monitoring of systems. Also new value adding services,
e.g. by integrating company assets with information technology are enabled with the
help of M2M. The potential of M2M is quite enormous:. it can be deployed in
security and surveillance, automatic meter reading, vending machines, industrial
applications, telematics etc. Homes are also entering to M2M field. Alarms and many
electrical equipment in the home can be remotely monitored and controlled using
M2M solutions. Next chapter Home Appliances discusses this intelligent home
concept too. Anyhow, technical approach differs abit from the M2M concept.
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M2M solutions utilize information technology at many stages ranging from sensors
and GSM technology to the Internet based wireless and fixed connections [Gus01,
Nokia]. Commercial solutions using WAP for Wiredess CORBA and related
technologies and standards discussed earlier in this thesis are up and running already
in many companies and locations. Because M2M solutions use wide rage of
technologies, they create new business opportunities for instance for cellular
operators and service providers. Mobile network operators are able to expand their
customer base and number of subscriptions via M2M solutions, whereas service
providers can focus e.g. on providing WIOP gateway and application development
services.

+ RP H$ SSIDQRH

Home appliances, such as refrigerators, alarm systems, temperature control,
electricity meters, lighting etc. are finding their way to the Internet. Such a smart
home is a house or a living environment that contains the technology to allow
devices and systems to be controlled automatically and remotely. [VFO02] It has been
also suggested that each home or even each remote appliance at home could be aweb
server. Severa networking standards (see chapter OSGi) are developed to connect
these devices to LANs and WANs. CORBA and Java based solutions are emerging
in home automation, see [CTC'02, ER97, KRM99]. OSGi is another option to be
reckoned with in home automation business. OSGi efforts are presented e.g. in
[HMKO2, LPP'02].

When comparing M2M and OSGi, | think that M2M solutions are in general more
business related and OSGi is meant for home automation. These anyhow overlap and
thus are competing solutions. However, they aso have some fundamental
differences. OSGi is based on a gateway, which gathers severa devices together in a
LAN and connects these to public data networks (e.g. the Internet). Connection to the
Internet is usually broadband (e.g. xDSL), because a number of services are enabled
including Internet browsing. OSGi framework is a @heavyweight® solution running
on ajava-enabled server usually located in residential homes.

M2M solutions mostly operate small separate embedded devices that send and
receive quite small amounts of data, i.e. SMS or GPRS connection is enough instead
of broadband connection. In addition, M2M is a @lightweight® mobile solution
including only an embedded device and GSM phone connected to it. M2M solutions
could be easily used for instance reading electricity meters remotely, but using an
OSGi gateway for this purpose only is quite an absurd thought. If many remote
appliances were connected to OSGi gateway, then it would be an attractive option. In
addition, if OSGi gateway was integrated e.g. to a digital TV set-top box, then
customers would surely be more interested in investing in a gateway solution.

6XP P DU

In the chapter 3 Enabling Technologies for Enhancing E-Commerce Logistics we
have introduced technical frameworks that could contribute to the homedoor system.
We began with the Internet, and especially with IP. IP offers uniform addressing
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throughout data networks and enables the integration of various transmission
technologies. In the future, transition to IPv6 will enable truly device-leve
ubiquitous computing, because every machine can have its own public IP address.
IPv6 has in addition support for features not included in IPv4, such as
autoconfiguration and real-time services. IPv6 will enhance also GPRS security
functions. Anyhow, we do not say that IPv4 is useless. It has many good features too,
e.g. uniform addressing schema. A couple of methods for securing authentication,
integrity and confidentiality in data communications were introduced concerning
Internet technologies. These were SSL/TLS, Virtua Private Networks and IP
Security.

GSM technology and SMS and GPRS services using GSM network were introduced.
Security considerations regarding all of these were discussed. They all have some
weaknesses from the security point of view, but these can be overcome with
appropriate solutions. SM'S was thought to be applicable if there is not so much data
to be transferred. Thisis due to the quite small payload that SMS can carry. GPRS in
general is a better solution for greater amounts of data to be transferred. However,
these two technologies have also other features that affect when we have got to
choose a transmission technology. Price and suitability with the used appliance are
the main driving forces. SMS and GPRS as transmission technol ogies concerning the
homedoor system will be discussed in more detail in the next chapter.

WAP and client server architecture CORBA were shortly discussed and later
combined into one package, WAP for Wireless CORBA. This technology takes
advantage of either SMS or GPRS standards as a bearer and provides M2M solution
for business and private customers. As an option to M2M, OSGi was introduced.
OSGi and M2M are somewhat competing comprehensive solutions having a few
fundamental differences. The applicability of both OSGi and M2M to HOMEDOOR
will be assessed in the next chapter.
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In the previous chapter we explored technologies that could contribute to the
homedoor system. Before we can apply our findings, we have to define the system
itself carefully, then consider the users of the system and develop the homedoor
concept further. At first we have to familiarize ourselves with the HOMEDOOR
project environment. After that we are able to begin with the homedoor system
considerations, keeping in mind accessibility requirements and discussions had in
chapter two — Electronic Commerce.

Homedoor system in this thesis means the data communication solutions related to
the ordering of the goods and to their transportation and storing in intermediate
storage system for customer pick up. In order to define homedoor system more
accurately and thinking over information flows and interfaces between parties of the
homedoor system, we have to first identify the stakeholders of the system and
stakeholders' roles in the system. After that we can go on step by step on definition
process concerning the interfaces and especially related data flows between
stakeholders. Then we may continue with thinking over proper communication
technology options and finally take alook at alternative comprehensive solutions.

+20 (' 225 3LRWPN QVLRP HOW

The main object of the HOMEDOOR project is to bring forward means to integrate
the existing and new buildings to the global e-commerce network by providing the
logistic solution for residential buildings. In the following we will go through in
more detail the project environment concerning the parts relevant to this thesis.

Accessibility issues have been chosen to be the most important points of reference
when designing the homedoor system. But why is the accessibility considered such a
remarkable issue? European society and culture are quite polymorphic and they are
in a continuous state of change but one thing is similar to European population: it is
ageing and many of the elderly will spend their lives at home as long as possible.
This would aso be the most cost-efficient way of living for society [HKS™99].
Present hectic lifestyle is pushing parents to work quite long working days while
children are at school or at day care. These things call for accessible, unattented
reception box system to enhance the quality of life and to increase the autonomy of
the people. Accessibility mainly points out to the direction of user interfaces (human-
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machine interface) related to a system, not to the underlying technologies which are
of greatest interest in this thesis. Anyhow, some user interface related issues are to be
covered in the following chapters.

When comparing existing and new buildings there are few differences that have an
influence on homedoor storage system implementation. The placement of reception
boxes is quite a relevant factor. There is an intention that the system would be stand-
alone in many cases, but if possible, aways near an elevator (figure 4.1) to fulfil
accessibility requirement. This eases also the work of a delivery man, because boxes
can be located in the ground floor. The problem is that many old buildings do not
have an elevator, i.e. the placement of the boxes is bit problematic. Although
HOMEDOOR project focuses only on residential buildings, we think that a reception
box could also be located near a house or offered as a service for instance for
exhibition guests. This al means that the placement of the homedoor system
reception boxes can vary substantially.

[Concept 3 of the prototype — integrated to the entrance hall wall of the building Concept 4a of the prototype * elevator with stationary boxes and external delivery

YUXWH  +RPHRRU VWRUDIH M VMP  LOMILDMG VR HOADGRH KD® GIW DQG HBYDRU Z LW
WEMRD) ER H/DQGH WLDOGHIYH) WKW 0 6. * @

The number of the boxes at one location may also vary from one to dozens of boxes.
In addition, there may be severa types of boxes, such as dry, cold, heated etc. In
consequence, boxes need electrification and heating or cooling. We have to
remember that boxes are meant to be shared. This means that some kind of access
control has to be arranged so that only the customer whose products are in a
reception box can pick them up.

In this chapter we noticed that the homedoor system has to be able to operate in

diverse environments. We begin homedoor system considerations by thinking over
who are the stakeholders of the system.
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In chapter two — Electronic Commerce we recognised the key players of e-commerce
from the home delivery point of view. They are customer, trader and hauler, which
are obviously key players in the homedoor system aso. In this context customer
means a private person who places an order to the trader. Trader works in
cooperation with hauler who delivers the order to the customer. It is quite clear that
these stakeholders cannot aone manage the homedoor system. To begin with, the
role of the owner of the system appears to be problematic. It is self-evident that
customer cannot be the owner of the system, because of the conflict of interests and
moreover, it is unmanageable for a private person to implement such a system at a
large scale. But what is wrong with trader and hauler? At first it might even sound a
good idea for a trader to be the owner. But if a single storekeeper invested in
homedoor system, it would surely like to keep exclusive rights for the use of the
system. This brings along few problems: firstly, the storekeeper takes quite a big risk
investing in the system, because there are no guarantees of demand and adequate
turnover. Secondly, what is most important, one's exclusive rights would hinder
competing commercia chains to use the same equipment and in a case of business
success, accusations of unfair competition might arise. Solution for both problemsis
third party ownership and administration. This way business risk can be shared with
number of investors and the usage of the homedoor system by competing chains is
enabled.

Problems described above apply greatly to hauler also. Anyhow, based on studies
and interviews done in the HOMEDOOR project, hauler is regarded as the most
potential investor [MSK*02]. This is due to savings in the costs of the last mile:
absence of the customer at delivery hour is quite usual and this causes additional
expenses. If the customer is no more needed when the home delivery takes place,
cost savings are generated. Basically, one hauler could take care of al deliveries, but
administering homedoor system hardly fits one's business interests and strategy. It is
also likely that haulers do not have enough technical competence to carry out the
implementation of the system, so outsourcing the administration to the third party
would be a good choice.

Nowadays it is quite usual that administration and maintenance of diverse systems
are taken care of different companies. This might be a good option in homedoor
system aso. Technical (virtual) administration can be done centrally from one or few
locations, but physical maintenance, e.g. repairs, has to be done always on-the-spot.
Even if reception boxes were not scattered geographicaly, maintenance and
administration as roles differ from each other as described above so much, that
differentiation of roles of an administrator and maintenance is reasonable. This aso
promotes company strategy where one can focus on its core competencies without
the need to concentrate on unessential issues from the business point of view.

All in all, we introduce the roles of an administrator and maintenance. Administrator
is the third party owner of the system and responsible for all information technology
related issues. Administering will be done centrally from one or few locations.
Maintenance from their part takes care of tangible assets, i.e. reception boxes etc.
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Thus, the stakeholders of the homedoor system are:

™ Customer

™ Trader

™ Hauler

™ Administrator
™ Maintenance

+ RP HGRRUG\ WP ' HARUSWR)

In this chapter we develop the concept of the homedoor system taking stakeholders
roles as starting point. We consider several use cases related to an unattended
reception box and introduce the outline of the general view of the homedoor system.
Based on the use cases we continue with defining activity diagrams which specify
stakeholder activity related to different elements of the homedoor system. Finaly
datainterface and data flows between stakeholders are presented.

$ 5 HHBWRQYH + 6\AINHKRGHU3 UIWHFHY/DQG 8 \H& DWW

In previous chapter we identified the stakeholders of the homedoor system and their
rolesin it. Because one of the main objectives of thiswork isto define data interfaces
and flows related to the unattended reception box, we start the system description
with considerations how stakeholders interrelate with a reception box.

In interrelation considerations we first divide presence at the reception box site to
virtual and physica presences. Virtual presence means that a stakeholder needs to be
virtually connected to the reception box, e.g. the customer wants to know if there are
any boxes available at a particular time or administrator wants to check that
everything is al right. In consequence, virtuality calls for data connections which
enable interconnection between stakeholders and a reception box, i.e. the first
requirement is that a reception box is somehow connected to the administrator and
other stakeholders. Physical presence simply means that a stakeholder has a need to
operate areception box in situ, e.g. open the box and pick up her order from the box.

In figure 4.2 stakeholders of the homedoor system and their presences regarding a
reception box are illustrated. Customer, maintenance and hauler are present both
virtually and physically. Administrator and trader need only data connection to the
reception box, they do not have to be physically present in any case. That, why the
presences are chosen to be like this, will be covered in more detail in the following
with the help of Unified Modeling Language' s (UML) use case diagram.

UML is a graphica language for visualizing, specifying, constructing and
documenting the artifacts of software systems. Using UML programmers and
application architects can make a blueprint of a project. It was first added to the list
of Object Management Group adopted technologies in 1997, and has since become
the industry standard for modeling objects and components. UML defines twelve
types of diagrams, of which just few are used in thisthesis. First oneto be used is use

41



case diagram, which is a behavioral diagram. In this thesis we introduce only briefly
relevant parts of the UML standard. More information on UML can be found from
[UML].

5 HHBWRQYH
Customer i
Trader
Administrator i
Hauler

Maintenance
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A use case is a summary of scenarios for a single task or goal. A scenario is an
example of what happens when someone interacts with the system. An actor is the
initiator of the events involved in that task. A use case diagram is a collection of
actors, use cases, and their communications. Use case diagrams describe what a
system does from the external observer point of view. The emphasis is on what a
system does rather than how. In the figure 4.3 reception box use case diagram is
presented.

Although use cases are quite general at this point, we get better and clearer
guidelines for our definition work. Besides, generality gives us more space in the
future to include events to a certain use case. In addition, we have tried to include
only those cases relevant to us, e.g. one cannot find 2close box® use case in the figure
4.3. Relevant use cases from our point of view are @check availability of the box®, its
extension @check other properties of the box°, 2alarms of the box®, 2edit settings of
the box®, 2open box?, its extension 2open box remotely®, 2monitor box®, 2administer
box system®, @reserve box® and 2set reservation times® use cases.

aCheck availability of the box° use case means al those ways how an actor
(stakeholder) can check if abox isfree for her order to be delivered at a certain hour
to that box. This use case brings along a requirement that a box must have some kind
of a state machine which tellsif it is empty (= free), reserved (= waiting for delivery)
or full (=waiting for pick up). State machine could also be used indirectly for
reporting purposes, e.g. transaction reports recording all transactions, such as time of
delivery, time of collection, length of time items were in the box etc. Confirmation of
delivery, i.e. notification for the customer that her order has arrived, could be
implemented by taking advantage of the state machine. Furthermore, this asks for
identification of different stakeholders who access the box. We can assume that after
hauler has accessed the box, then the order is delivered and the box is full or after
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customer has accessed the box, then the order is picked up and the box is empty. This
way we know how to shift state machine's states from one state to another. Thus, the
problem is the identification of stakeholders. The identification problem and the fact
that boxes are shared make it impossible that they could be opened with a
mechanica key and a lock combination (excluding the case where e.g. only
administrator or maintenance have the keys to the boxes). This issue will be
discussed in more detail |ater.
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Extensions to the @Check availability of the box° use case are handled in 2Check
other properties® use case. These other properties include at least preservation
temperature, dimensions, total size, location of the box and both box system ID and
box ID, which identify a reception box in an unique way in the homedoor system.
There will be at least two kinds of temperature checking: for control purposes online
temperature monitoring and for a customer offline temperature checking. This way
customer can check if her order may be preserved at the temperature which the
reception box offers. Offline checks could be done using a database containing all
the @constant® parameters, i.e. other properties of the boxes. Also the state of the box
(free, reserved, full) could be administered by using a database. These details



concerning a reception box are mainly needed by a customer, who is willing to
reserve a box. For administration and maintenance purposes there may be in addition
to a temperature sensor also sensors for refrigeration (e.g. for coolant monitoring),
power supply (on / off) and door status (open / closed) with appropriate checks that
can be executed remotely.

aAlarms from the box°® use case comprises all the alarms that are generated by a
reception box and sent to an administrator and maintenance. There are several alarms
that a reception box may send. Because there are boxes available at different
preservation temperatures, it is quite self-explanatory, that box aarms if its
temperature arises above or decreases below a set limit. In the case of a power failure
an alarm is sent. Accordingly, a box system should be backed up with a battery, at
least for a time frame long enough that an alarm can be send and maintenance can
arrive in time. There could also be an alarm for the case where the door of a box is
left open for a long time. Confirmation of delivery and pick up messages could be
considered kinds of alarms too.

agdit the settings of the box® use case means actions taken by an administrator that
influence on the properties of a reception box. For instance when a box system (a
number of reception boxes installed to same location) is installed, the administrator
has to define the dimensions, location, etc. of the boxes separately. This use case
includes aso modifications to the system from the information technology point of
view. For example if some boxes are removed or their other properties are changed,
then something has to be done that other stakeholders become aware of them.
Basically this means that there has to be databases maintained by the administrator,
which keep track on the properties of the homedoor system boxes. Then the
stakeholders of the system can query information they need from the databases.
Databases could aso contain transaction logs, alarms and other events related to the
reception boxes and these could be used for report generation and management of
faults. This concept was aready touched in the 2Check other properties® use case
and will be developed further in the next chapter.

a0pen box® and its extension 20pen box remotely® are quite straightforward use
cases. 20pen box® means all those cases where a reception box is opened locally in
such a way that the stakeholder who opened the box can be identified. 20pen box
remotely® means the case where administrator and administrator only opens a
reception box remotely, or aternatively the case where administrator instantly
provides other stakeholder with the ability to open the box, i.e. a person is present
locally at box site and the administrator advices and makes it possible to open the
box. This procedure may be carried out for instance in fault situations when a
stakeholder is not able to open the box without the help of an administrator. Possible
voice connection between the administrator and a stakeholder accessing a reception
box might help in situation described above.

aMonitor box° use case covers all administration and maintenance related online
monitoring of the homedoor system boxes. This use case is closdly related to the
checking use cases. Anyhow monitoring differs in such a way from checking that
checks are done manually, i.e. someone queries the box for its status. Monitoring will



be as automatic as possible meaning that machines communicate with each other and
human intervention is driven to minimum.

aAdminister box systemP is an extensive use case, which comprises all the other
administrative actions taken by an administrator that are not included into the rest of
the use cases. These actions mean for instance administration of information
technology related equipment, databases and software in the form of troubleshooting,
mai ntenance and updates.

aReserve box° use case includes all the necessary methods for reserving a reception
box for a delivery. This means that there has to be a reservation system. When
customer orders products, she reserves on the trader's www page a reception box
whereto she wants her products to be delivered. In order to keep reservation system
up to date and in real time, it has to be mantained by one stakeholder, the
administrator.

aSet reservation times® use case is for setting up the pick up time window to the
reservation system. Pick up time window means the time window during a customer
has to pick up her order from a reception box. This feature makes it possible to share
boxes among a number of customers. Between separate pick up time windows there
has to be a delivery time window for hauler that the orders can be delivered. E.g.
offered pick up time windows could be 8 AM till 12 AM and 2 PM till 10 PM when
there is a two hour delivery time window between 12 AM and 2 PM and a ten hour
delivery time window between 10 PM and 8 AM for a hauler. If operation levels are
low, pick up time windows can be longer or vice versa. Setting up the pick up time
window feature is mainly meant for a hauler. The administrator only offers the
infrastructure, i.e. the reservation system. This feature limits a bit the operation of
competing haulers to deliver to same boxes unless they can cooperate and agree on
delivery time windows. What we have to remember, is that we want to enable
competing traders to operate within the same reception box system and this way
create a better market niche. On condition a larger assortment can be guaranteed by
attracting severa traders to join the homedoor system, it is likely that more
customers are then interested in using reception boxes. Cooperation of atrader and a
hauler is fundamental for a successful delivery: the hauler has to know when and
what to pick up from the trader to deliver orders to right addresses to customers. This
interrelationship in thisthesis is considered broadminded and only from the reception
box system point of view.

Now, after defining the relevant use cases, we can go back to figure 4.2 and consider
more closely stakeholders presences in the homedoor system. Physical presence
concerning all actors (stakeholders) derives from the 20pen box°® use case in the
figure 4.3. Thus, al the actors who are involved in 2open box® use case, have to be
present physicaly. All the other use cases handle virtual situations and therefore
define the virtua role of an actor. Because UML in the case of use cases lacks the
power of expression, there is one exception. Figure 4.3 tells us that an actor who is
able to open areception box, would also be able to open it remotely. However, thisis
not the case. If the actor is not separately told to have an opportunity to open a
reception box remotely, she cannot do it.
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We go through the presences in order of importance, and accordingly begin with
customer. Customer's role in the homedoor system is without a doubt vital: without
customers the whole business idea dies. Regarding a reception box, a customer is
present both virtually and physically. Customer is involved in 20pen box® use case,
because she naturally wants to pick up her products from a reception box. Customer
can aso check before actually ordering any products if there are any boxes available
whereto deliver her order. This is made possible, because if customer does not want
to use any other delivery mean, such as postal order, it would be quite irritating first
to choose a bunch of products and then finally notice that there are no boxes
available where to deliver. At this point reader should notice that a reception box is
only an optional possibility for delivery, which is offered by cooperating traders and
haulers. Automatically the customer is able to reserve box(es) where she wants her
products to be delivered and to select the pick up time window when she picks up (is
obligated to pick up) the products.

Administrator's role in the homedoor system is critical. The administrator is a key
person who administers the information technology related to the system and thus
brings together other stakeholders, i.e. acts as a nerve center of alarge system which
cannot exist without it. The administrator is able to take all virtual actions, but to
open a reception box physically is not a compulsory feature for an administrator.
Anyhow, the administrator is able to open a reception box remotely, i.e. via data
communication network, and thus is implicitly also able to open a box physically on
the spot. However, we consider that it is not likely that an administrator really would
have to open the box for her own purposes, but probably for other stakeholders e.g.
in fault situations.

The hauler is an actor in two use cases: in 20pen box® and in 2Set reservation times®
cases. This means that the hauler has both presences, virtua and physical. We
emphasize here again, that cooperation between the hauler and the trader is critical
concerning home delivery. Anyhow, we do not name a specific use case for the
change of information between these two stakeholders. In later parts of this thesis we
only name those pieces of information that has to be known by the trader and the
hauler in an uniform way.

The trader is a kind of intermediary in the homedoor system, but an important one.
Basically the trader does not 2Reserve Box® or @Check availability of the box®, but
offers a possibility to take these actions. The trader really does not do anything else
concerning reception boxes but offers in her www pages an opportunity to select a
reception box as method for delivery. As a result, the trader has to some way join
homedoor system, i.e. cooperation and negotiations with administrator and hauler(s)
are inevitable. These arrangements between stakeholders lead us into interesting
situation where assessment in money has to be decided. So system stakeholders,
especially administrator, trader and hauler, have to agree on ownership, relationships
between owner and user and define how monetary transactions are arranged. This
guestion was already touched in chapter 4.2 Homedoor system stakeholders where
we introduced the idea of third party ownership. The administrator was considered as
an owner who could be sponsored e.g. by haulers. Haulers are likely investors due to
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achievable cost savings in the last mile logistics. Anyhow, these facts do not make
monetary issues disappear. Questions still remain: who will get the money and how
is the revenue shared among stakeholders? These questions are out of the scope of
this thesis, but have to be answered before homedoor system implementation can
happen in the real world.

Maintenance is responsible for all the tangible assets at a box system site, thus it is
guite clear that maintenance man has to be able to open the box. Service operations
are not separately mentioned in the form of use cases because they are not relevant
concerning this thesis. For pre-emptive maintenance and for quick response times in
fault situations, monitoring of the reception boxes has to be carried out. Monitoring
will be executed with the help of the administrator via data communication networks.
So, maintenance aso has both physical and virtual presences.

+ RP HGRRUG\ WP & RQAHBW

From the use case diagram (figure 4.3) we can clearly see that an administrator has a
key role in the homedoor system. The administrator is an actor in every use case
excluding 20Open box® case. However, the administrator can open a reception box
remotely. We have brought in that an administrator would be the main operator and
the owner of the homedoor system. We have also spoken about databases and found
out that a data connection to a reception box is needed. We have discussed that a
central place for the administration of the homedoor reception box system would be
the most practical choice considering the design and further development of the
whole homedoor system. Therefore we introduce service center as the core of the
homedoor system (see figure 4.4). The administrator operates in the service center
and acts as a middleman between reception boxes and other stakeholders. This means
that an administrator is the only person who has direct access to the reception boxes
and all the data related to them. Other stakeholders query or get the box related
information from the service center. As a result of that authentication and
authorization are needed when a stakeholder wants to access and edit non-public
data. Principaly this happens, when the hauler wants to set reservation times (see
aSet reservation times® use case). Of course, if the administrator wants to do remote
work, then the whole functionality of the service center should be available using a
data network, e.g. the Internet. If remote administration will be carried out, it has to
be done over VPN connection including strong authentication methods. Haulers
connection to Service Center has to be also secured. VPN would be better, but we
think that SSL/TLS solution would be enough in this case.

Homedoor system concept is presented in the figure 4.4. In the figure we can see al
the stakeholders of the homedoor system and their relationships with each other and
reception boxes. The key role of the service center can be clearly seen from the
illustration. Data interfaces to be defined between a reception box system and the
service center and between the service center (administrator) and other stakeholders
are presented here. Related data connections can also be found in the figure.

As it can be deduced from the figure 4.4, the virtual market place is differentiated
from the service center and from logistics. The best solution to integrate these would
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probably be a portal kind of solution, lets say Homedoor Web, which would bring
together traders and haulers. In other words, Homedoor Web would offer its
customers a possibility to use the reception box system.

customer, trader,
hauler, maintenance

<m===p data connection

_______ data interface

administrator

! administration of the boxes .
| (softwares, databases etc.) |
i i
i i
Interface between the * Interface between stakeholder
box and Service Center and Service Center
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In previous chapter we emphasized that the biggest problem in the home delivery
from the information technology point of view is the identification of a stakeholder
when she opens a reception box. Because many other features too in our system lean
on customer identification, it is vital to be able to know who opened the box and
moreover to hinder unauthorized persons to open a reception box. One simple mean
to provide the needed functionality isto use one time PIN codes generated separately
for every transaction at box site. This means that nearby reception boxes has to be a
keypad which a customer can use to insert the PIN, i.e. open the door of a reception
box. This setting is illustrated in the figure 4.5. The PIN concept itself will be
discussed later in more detail. Also databases which are illustrated in the figure 4.4
will be discussed later. Especially what data should be stored into those databases
will be considered.

S 1 ||
5 6 Enter PIN
Bm Keypad ——p
l l i Instructions
[e]
! ’ (]
| | [e]

YLUXH  5HHBWRQER HVDQG3,1 FRGHHIMUQY

48



In the following we will continue devel oping the homedoor system and start defining
data flows between stakeholders.

$ PINMW' IDIWDP V

We begin the definition process of the data flows by considering first the cases where
datais being transferred between stakeholders, service center and areception box. At
the same time we devel op the homedoor system concept further. These two tasks are
carried out simultaneously with the help of UML activity diagrams.

An activity diagram is essentially afancy flowchart. Activity diagram focuses on the
flow of activities involved in a single process. The activity diagram shows how
activities depend on one another. [UML] We use activity diagrams here, because
then we are able to analyze and adjust use cases and concurrently describe work
flows across many use cases.

At first we would like to go through the case where the customer orders products and
reserves a reception box (figure 4.6). This process takes place on the trader's www
page. We constrain our study of ordering process only to www based ordering,
because al significant phases of the process can be found from that particular case.
Of course, in the implementation phase nothing holds back for instance realizing of
call centers which receive orders from customers or enforcing a WARP based solution
for ordering purposes. In the figure 4.6 there can be seen text in two colours, grey
and black. Grey colour means that homedoor system executes actions and customer
does not do anything. On the contrary, black font colour signifies customer activity.

Everything begins when a customer opens a www browser and types trader's www
address (Uniform Resource Locator, URL) to the address bar of the browser. After
that, the customer can basically fork into four parallel activities. registering, logging
in, browsing a product catalogue or checking reception boxes. At first we go through
the registering sub-process.

Why do we need registering at all? Principaly, in the homedoor system this is done
to prevent mischief and abuse of the reception box system. By registering the
customer gains several benefits compared to case where the customer does not
register to the system. Benefits are following:

™ Registering does not take any longer than ordering without registering.

™ Registering eases ordering in the future, because customer does not have to
insert her contact information every time she orders products.

™ The customer can browse her history, e.g. former orders.

™ The customer can define a profile or preferences, which for instance specify
appearance of the www pages or the customer can tell that she has allergies
when the products causing allergic reactions are removed from the product
catalogue.

™ The customer is able to purchase alcohol and cigarettes if the age of maturity
condition is fulfilled.
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Last two bullets in the list above place a couple of requirements. At first, if the trader
wants to offer 2allergy service® then the products have to be labelled in the product
database somehow, that their removal or addition from/to catalogue is enabled.

Open WWW browser

‘ Go to URL www.shop.is.here ‘

X

;‘ Register |

information and
define profile (allergies,
preferences etc.)

Insert contact

[enable alcohol etc. purchases]

Customer identification
(age) e.g. via netbanking,

[disabl

v

PKI card, SIM card etc.

le alcohol etc. purchases]

[Invali

v

Enter username
and password

Authenticate

[Authentication OK]

d username or password]

Go to frontpage

[Cancel]

[Order not ready]

[Continue]
[Cancel]

‘—' Sﬁ)‘;‘;ﬁfg“:sm (ot empy) Check availability Check login [Ret <>
A 4 N [Empty] of delivery boxes
Browse product 4 4 (Notlogged Il - Seject delivery
catalog Notify user that address
she cannot reserve [Logged in]
the box if there are l
no products in cart
Change | p Delivery Check address
[Order ready] address address OK?

[Invalid: no boxes

[OK]|  at this address]

Insert delivery date <

No <‘ '>
[Yes]

‘ Show reservations

<

Link to frontpage ‘

[Cart not empty]

[Cart empty]

[Retry]
[All boxes full]

[ .
‘ Register ‘ ‘ Insert delivery date ‘

Show reservations

[Registered]

[No contradictions]

[Cart empty]

[Cart not empty]

Link to frontpage

[Possible contradictions]

Message: e.g. not enough
space or order contains
frozen food but there are

frozen boxes available

[Edit order]
‘_

[Reserve anyway]

[Cancel] [Boxes available]
Link to frontpage ‘ ‘ Choose the box(es) and delivery time ‘
Approximate the size and
the "nature” of the order
A
no
Edit order g~ ><¢—|
(products)

S| der Send confirmation of
~ &OW or» EII o the order to e-mail: X
” ant reservec Send PIN code to
box(es) GSM number: Y
A
Verify
everything
[Edit order] [Cancel order]

A 4

Choose another
way of delivery

[Cancel order]

.‘_ Thank You!

i [OK]

Select method
of payment / pay

YUXWH  $AMWMWADIWDP  RXWRP HURUIGHY SURGXRV DQG LHHYHYD ULHRH-BWRQ ER|

Secondly, identification of the customer has to be carried out securely and using
strong enough authentication to enable alcohol and cigarette purchases. To do this,
for instance netbanking authentication procedures can be combined with the
homedoor system, because netbanking is at least in Finland quite commonplace.
Another option is to use certificate systems integrated to SIM [Kor02].
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In the figure 4.6 registering is divided into two phases. Phases are inserting any
contact, profile or preference information required and identification of the customer.
After registering, the customer gets the username (equal to the customer number) and
the password. These are instantly viewed to the customer on the www page. Without
a doubt this means, that data connection has to be secured, e.g. using SSL. In
addition to displaying information in the customer's www browser, these could be
also sent by SMS and/or by mail in separate letters at different dates to the customer.
E-mail is not preferable unless it is secured. Banks in Finland use separate letters
procedure. They aso use one-time passwords in logging phase and challenge-
response procedure to confirm transactions. These are appropriate methods in the
settlement phase (see figure 2.1), but might be a bit too strong ways for customer
authentication when logging in the homedoor web. Anyway, this issue is subject to
change and it is surely worthwhile reconsidering when implementing the homedoor
web.

As soon as the customer has registered to the system, she can log in by entering the
username and the password to the appropriate fields on the secured authentication
www page. The reader should notice that all the www pages accessed after
authentication are considered to be secure. Authentication enables order delivery to a
reception box, i.e. reservation of a shared reception box. Anyhow, if the customer is
not logged in, she can familiarize herself with the www pages by browsing product
catalogue(s) and by checking the availability of the reception boxes. When browsing
catalogue, the customer can put products in her shopping cart without logging in. If
she wants to use a reception box as delivery method, only then she hasto log in.

Reception box checking and reservation is done as follows. Procedure begins with an
automatic check if the customer has products in her shopping cart (figure 4.5). If she
has not, then the customer is notified that she cannot reserve a reception box, until
she has added products to her cart. Thisisto hinder the case where customer reserves
a number of reception boxes without realy ordering any products, i.e. this is
lightweight mischief prevention. Anyhow, she can continue with the checking
procedure or go back to product catalogue and add products into her shopping cart.
After shopping cart check customer's logging status is checked. If the customer is
logged in, then homedoor system takes advantage of her contact information. That is
to say that the reservation system of the reception boxes suggests customer's home
address as delivery address (assumption is that there is a reception box system
available at customer's home address). If customer wants products to be delivered
somewhere else or if the customer is not logged in the homedoor web, then she can
choose delivery address from a drop-down list. Fields (addresses) of the drop-down
list are provided by the service center from a database. This guarantees that delivery
addresses are up to date and that a customer cannot choose a delivery address where
there are no reception boxes.

After choosing the delivery address, the customer selects the date on which she
wants her products to be delivered and the time when she promises to pick up the
order (pick up time window). Of course, the date of delivery cannot be earlier than
the date when the products can be delivered. What we mean is, for instance, if the
time of delivery that trader promises is three working days, then the delivery can
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happen earliest on the third (or fourth) day after placing the order. Appropriate check
according to the ordered product having the longest time of delivery has to be done
by homedoor web to enable rationa deliveries. Anyhow, this responsibility lies
greatly on the shoulders of the customers:. if a customer orders at the same time a
DVD player having two weeks time of delivery and grocers with twelve hours time
of delivery, one has to realize that grocers are not delivered until two weeks time.
This situation can be naturally avoided by placing two orders. In addition, this places
guite ambitious requirements concerning atrader. At first, every product has to have
atime of delivery as attribute in the homedoor system (in trader's product databases)
and what is most important, time of delivery has to be fulfilled or otherwise the
whole idea of the homedoor system collapses.

Delivery time window — pick up time window combination in genera is a quite
demanding scenario, also from the customer point of view. The case is anyhow bit
problematic. If some reservation of the shared boxes is not carried out, what happens
if al boxes are full when the hauler arrives? In the case of chilled or heated food,
assuming that there are boxes available at different temperatures, it would be very
irritating if no appropriate boxes were available. Of course, if enough boxes were
available that space would always be guaranteed, reservation system would be just a
waste of resources and time. However, it seems to us that a reservation system is
needed. It is then only a question of how to optimize delivery and pick up time
windows of the reception boxes. Understandably different boxes could have rigorous
or loose time windows depending on severa variables, e.g. usage level. As well, the
responsibilities of choosing the 2right® pick up time window, the type and the
number of the boxes are then transferred to the customer.

Choosing appropriate amount of boxes for delivery is aso identified to be a
challenging issue. In the figure 4.6 there is a proposal for a check executed by
homedoor system. This check would estimate if a order fits to box(es) that customer
is going to reserve. However, this might be too difficult to implement as automatic
check, because it calls for at the very least defining dimensions for every product.
What we have to do anyway, is the definition of the sizes, dimensions and types of
the boxes. By making this information available to the customers when they check
the reservation situation of the reception boxes or when they are going to reserve a
reception box, we enable reasonabl e operation of the homedoor system.

y

properties query
Query from
database

Return
results

Create
WWW page

Show
results
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In the figure 4.7 we see the process how e.g. reservation situation or other properties
of the boxes according to customer's address and wished delivery date is queried.
Query returns the reservation situation of the reception boxes on that date. In
addition, the properties (size, preserving temperature) of the boxes are returned.
After the query the customer can choose the boxes, i.e. the amount of boxes needed
and pick up time window that she wants and verify the order (figure 4.6). Before
verifying everything the customer enters her e-mail address and GSM number on a
www page to the system in order to receive order verification to e-mail and PIN code
to open a reception box. PIN is sent to her mobile phone as SMS. The homedoor
system suggests these on the basis of registration information, but the customer is
given a possibility to edit contact information if needed. Other possible services to
receive order information (FAX, telephone etc.) are not considered in this thesis.
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In the previous figures we have considered ordering of the products and especially
reservation of areception box only from the customer point of view. In the figure 4.8
we broaden our view by taking alook on what happens at service center and trader
when order and reception box reservation take place. Figures 4.6 and 4.8 are related
to each other. Customer actions in both are the same, i.e. the reservation of a
reception box and verification of order, reception boxes and contact information.

When the customer verifies everything, the service center and the trader get
notifications and order related information. What information they get, is discussed
later in the chapter Data Flows between Stakeholders. Notifications launch certain
procedures at the service center and at the trader. At the service center one-time PIN
codes for the customer and the hauler are generated. Reservation system updates
reservation times of the homedoor reception box system. All relevant information, at
least customer numbers, PIN codes and both delivery and pick up time windows, is
saved into databases for later use. According to customer number (unique) all
customer related information can be searched from other sources, thus saving every
time customer' s information into a database is not necessary.

Next box IDs and PIN codes are sent to reception boxes, customer and trader. Box
ID isthe number of the box whereto the hauler delivers the products and where from
the customer picks them up. The ideais that the box system at site gets immediately
box IDs, customer numbers (hauler has aso a customer number) and related PIN
codes in order to shorten response times when a stakeholder wants to be identified
and open a reception box. If these identification numbers were available only at the
service center, then the response time when opening the door of a reception box
would of course be longer. Like so, because first we would have to transfer box 1D,
customer number and PIN code from a reception box to service center, then process
those, authenticate customer and finally sent a confirmation to the box so that the
door could be opened. Now, when we have codes available at the box site we
guarantee shorter response time and more pleasant service. In addition, if data
connection is broken when a stakeholder wants to open a box, it would not be
possible if customer numbers and PINs were at the service center. Transferring and
saving identification and authorization information to the box site call for secure data
connection and a procedure for secure storage of those. Furthermore, we have to
remember that a box may be reserved for several customers at different dates and
times, so we have to have means for keeping customer numbers and PINs in
chronological order so that only next anticipated stakeholder can open the reception
box. This means that just one customer number and related PIN code are active at
time or that every identification number has activation and expiration times so that
active time of numbers related to adelivery and associated pick up may overlap.

Hauler's PIN and box ID are sent to the trader. The trader attaches these to the
deliverable so that the hauler can use the information when delivering the order to a
reception box. Assuming that the reservation system is in use, then the hauler needs
to know the delivery time window too. Exchange of relevant order information
between the trader and the hauler excluding the attachment of the box ID and PIN
code to the deliverableis not considered in this thesis.



Accordingly customer gets her PIN code and box ID(s) for pick up purposes by
SMS. This processis not fundamental at this phase, but it serves customer being kind
of order verification via SMS. At latest identification information has to be sent to
the customer after the delivery of the products.
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Figures 4.9 and 4.10 depicting order delivery and pick up are quite similar and thus
they are discussed here concurrently. Delivery and pick up begin with same
procedure. First stakeholder enters the number of the box (box ID) which she wants
to access. After this the unique customer number is prompted. This is done to
enhance security and to prevent mischief. If only PIN code (for instance four digits
long) was asked, then a password guessing attack would be enabled. The guessing
attack would be prevented quite efficiently, if we placed a limitation that only three
attempts would be alowed. However, then we face the problem of mischief: it would
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be quite easy to lock al the boxes by entering false PINs. That is why we have
considered it is appropriate to ask first customer number (e.g. six to eight digits long)
without locking boxes in any case and after that prompt for PIN code. PIN code is
prompted only if active customer number is first entered. It might be reasonable to
consider an alarm to be sent to service center if customer number is entered many
times (e.g. > 20 times) in a short period of time (~ 5 minutes), because it is likely that
the guessing attack is then on process.
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Entering of the PIN can be attempted three times. If a stakeholder enters false PIN
three times consecutively then the reception box is locked and service center is
alarmed. The stakeholder must contact service center to open the box if she locks the
reception box accidentally. She can authenticate herself to the service center by
telling her customer number and PIN code she has earlier received to her mobile
phone. Then the service center can open the reception box remotely or can generate a
new PIN to the stakeholder.
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Entering correct PIN opens the door of the reception box and order can then be
placed into the box or picked up from the box. Opening of a reception box starts a
timer. If the door of the box is left open for along time (few minutes) then an alarm
IS sent to service center. We do this, because otherwise the procedures after delivery
or pick up, which should be started after closing the door, are not launched. These
procedures are as follows. When the hauler closes the door, the box sends a
notification to the service center that the customer number n and PIN code m were
used to open a reception box x (box system ID and box ID). The service center
becomes aware that the delivery has happened and is able to notify the customer that
the order is ready to be picked up. This is aso the phase when the box ID(s) and
related PIN code have to be sent to the customer. Same kind of notification is sent to
the service center after the customer has picked up her products and closed the
reception box. The only difference to the hauler case is that nobody is notified about
the pick up, except the service center. Anyhow, it is good to know when products are
picked up. Firstly, we can track e.g. the time products were in a reception box and
use it for optimization of delivery and pick up time windows and reporting purposes,
and secondly, the customer can be notified if she has not picked up her products
when she was supposed to (preferably before her PIN expires and products are in
worst case taken away by the hauler who is delivering the next order to that same
box). Likewise the customer can be notified via SMS if delivery is late or the hauler
can get areminder if products are not delivered in time.
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In the figure 4.11 we have considered non-specifically the procedure which is carried
out between a reception box, service center and maintenance when an alarm occurs
at box system. Series of events begins with the detection of a fault or a warning.
After detection the alarm is sent to the service center which processes it properly.
First, if needed, the alarm is forwarded to the maintenance with appropriate
information. Thisis done at least in cases of power or temperature regulation failure.
At the same time the service center logs all alarm information to a database and
sends an acknowledgement to the reception box which generated the alarm. If the
reception box does not get the acknowledgement it will keep sending the alarm to the
service center at regular intervals. When the representative of maintenance gets the
alarm, she has to acknowledge it to the service center. If the service center does not
get acknowledgement it will keep sending the alarm to the maintenance at regular
intervals. The natures and types of the alarms are discussed in more detail in the
chapter Data Flows between Stakehol ders.
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In the previous chapter we went through activity diagrams that revealed us several
cases where data related to a reception box is being transferred between stakeholders.
These cases included ordering of the products, querying the properties of a reception
box, reserving a reception box, home delivery of the products to a reception box,
pick up of the products from a reception box and alarms sent by a reception box.
Based on the activity diagrams we are now going to consider in more detail what and
when is really transferred, keeping in mind that we want to minimize the amount of
data that has to be transferred between areception box and the service center.

In the table 4.1 transferred data (parameter) units according to activity diagrams are
presented.
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box system ID box service center al

box ID box service center al

box system ID service center box al

box ID service center box al

name customer homedoor web 1 4.6 insert contact information
address customer homedoor web 1 4.6 insert contact information
country customer homedoor web 1 4.6 insert contact information
e-mail address customer homedoor web 1 4.6 insert contact information
GSM number customer homedoor web 1 4.6 insert contact information
username customer homedoor web 1 4.6 insert contact information
profile customer homedoor web 1 4.6 insert contact information
preferences * customer homedoor web 1 4.6 insert contact information
username homedoor web customer 2 4.6 insert contact information
password homedoor web customer 2 4.6 insert contact information
box system ID customer service center 3 4.7 query box

delivery date customer service center 3 4.7 query box

box system ID customer service center 4 4.7 query box
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box 1D service center customer 5,6 4.7 return results
capacity service center customer 5,6 4.7 return results

height, width, depth service center customer 56 4.7 return results
temperature service center customer 5,6 4.7 return results
reservations service center customer 6 4.7 return results

box system ID customer service center 7 4.8 verify boxes

box ID customer service center 7 4.8 verify boxes

date customer service center 7 4.8 verify boxes

time customer service center 7 4.8 verify boxes

box system ID customer service center 8 4.8 verify order

box ID customer service center 8 4.8 verify order
customer number customer service center 8 4.8 verify order

order ID customer service center 8 4.8 verify order

trader ID customer service center 8 4.8 verify order

date customer service center 8 4.8 verify order

time customer service center 8 4.8 verify order

product ID customer trader 9 4.8 verify order

number of products customer trader 9 4.8 verify order

order ID customer trader 9 4.8 verify order

box ID customer trader 9 4.8 verify order

date customer trader 9 4.8 verify order

time customer trader 9 4.8 verify order
customer information | customer trader 9 4.8 verify order

hauler's PIN service center trader 10 4.8 hauler's PIN to trader
order ID service center trader 10 4.8 hauler's PIN to trader
customer's PIN service center customer 11 4.8, 4.9 | customer's PIN

box ID(s) service center customer 11 | 4.8,4.9 |customer'sPIN

date service center customer 11 4.8,4.9 | customer's PIN

time service center customer 11 | 4.8,4.9 | customer'sPIN

box 1D stakeholder box 12 | 4.8,4.9 | enter box number
customer number stakeholder box 13 | 4.8,4.9 | enter customer number
PIN stakeholder box 14 | 4.8,4.9 | enter PIN code
customer number service center box 15 4.8 PIN to the box

PIN service center box 15 4.8 PIN to the box
customer number box service center 16 | 4.9,4.10 | notify service center
PIN box service center 16 | 4.9,4.10 | notify service center
PIN used <msg type> | box service center 16 | 4.9,4.10 | notify service center
alarm type box service center 17 411 |senddarm

box system ID service center maintenance 18 411 |forward darm

box ID service center maintenance 18 411 |forward darm
alarm type service center maintenance 18 411 | forward darm

@ not obligatory information

In the following we will shortly go through messages from 1 to 18 presented in the
table 4.1. At first we bring forward that every message transferred between the
service center and a reception box includes box system ID and box ID, so that they
work as identifiers and ease the administration of the reception boxes.

Message 1 contains customer's contact information which she inserts to homedoor
web in order to get the username and the password (message 2). The username and
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the password are used to log into homedoor web. Message 3 includes information
which is needed to query from the service center the reservation situation of a box
system at a specific date. Message 4 is meant to query only the properties of a box
system. Message 5 is reply to message 4 and message 6 is reply to message 3.
Message 7 is a reservation (verification) message that is used to reserve a box.
Message 8 contains information of an order that the service center needs. The
customer number is needed, when customer's PIN is sent as SMS to customer, i.e.
with the customer number other information, such as GSM number, on a customer
can be searched from databases. Trader ID and Order ID and needed when the
service center sends the PIN of a hauler to the trader. Trader ID is used to find out
trader's contact information and Order 1D connects the order and the hauler's PIN
together. Date and time equals the pick up time window in messages 7, 8 and 9. This
information is needed in order to deliver the products on time.

Message 9 contains the order, i.e. the ordered products, customer's contact
information, box ID where to deliver and the pick up time window. Message 10 is
sent to the trader consisting of hauler's PIN and order ID. Message 11 is sent from
the service center to the customer and it contains customer's PIN, box's number and
pick up time window. Notice, that the customer number is not sent to the customer in
this phase in order to enhance security (customer number is needed when picking up
products). Messages 12-14 relate to authentication of a stakeholder at box site, when
she opens a reception box. Message 15 contains the customer number and related
PIN which are used in authentication process. In addition, some extra data has to be
sent, if we want that only one stakeholder at time is able to open a reception box.
Message 16 is a notification that a customer number and related PIN code have been
used, which means that either delivery or pick up has happened. Message 17 is an
alarm from a reception box to the service center (see alarm types in table 4.2).
Message 18 is aforwarded alarm from the service center to the maintenance.

We have considered that some messages probably had to be explicitly

acknowledged, but to keep it ssmple we have excluded them from this thesis. In table
4.2 the alarm types mentioned before are presented.

70E®  $@P WSHY/

Alarm Type Related Information
door open PIN, customer number
temperature high
temperature low
power failure
bresak in attempt
guessing attack
PIN locked PIN, customer number

The names of the darms are self-explanatory and the meanings of them are discussed
earlier. We want to only clarify that related information (PIN and customer number)
is used to connect an alarm to a stakeholder who (perhaps) has caused the alarm. In
addition to alarm types, we have several query types. The service center is able to
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query at least door status, temperature and voltage (see figure 4.12) from a reception
box.

Based on the data flows presented in this chapter we have constructed a preliminary
formal blueprint of data interface between a reception box and the service center.
The module in question is written in CORBA IDL and is presented in Appendix A.
The module consists of six interfaces that define the properties of a box system and
boxes in the box system. The module presents only those methods that create
network traffic over a data connection and those variables that are meant to be either
readable or editable over a data connection.

The box system is also presented in a more formal way using UML class diagram in
the figure 4.12. The diagram puts the pieces of a box system discussed earlier into
one package.

boxSystemID: int
address: string
city: string monitor ()
postal Code: short
country: string
boxes: Vector 1 0.1
setBoxSystemID (id: int)
getBoxSystemID ()
setLocation (addr:string, ...)
getLocation ()
addBox ()
getBoxes ()
temperature: short boxID: short voltage: short
lowLimit: short height: short
highLimit: short depth: short monitor ()
width: short getVoltage ()
setTemperature (temp: short) capacity: short powerAlarm ()
getTemperature ()
setlowLimit (temp: short) 0.1 1] setBoxID (id: short) 1 0.1
setHighLimit (temp:short) getBoxID ()
monitor () setHeight (height:short)
tempAlarm () getHeight ()
setCapacity (capacity:short)
getCapacity ()
boxAlarm ()
1 1
0.1 0.1
status: boolean pins: Vector
customerNumbers: V ector
monitor ()
openDoor () setPin (pin: int)
getStatus () setCustomerNo (no: int)
doorAlarm () authPin (pin: int)
authCustomerNo (no: int)
notification ()
authAlarm ()

) LIXWH + RPHGRRUER W WP FDWAEDIUWDP
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Database is alogically coherent collection of data that has some meaning. The most
common database type used nowadays is a relational database. In the relational
database information is presented as tables which are also called relations. One row
in atable is called arecord. Every record in atable has equal amount of fields that
contain the information. In addition, every record has to have a primary key which
uniquely specifies it. Every piece of information in a database can be searched e.g.
using the name of the table, record's primary key and its value and the name of the
column which contains the information. However, there are also many other ways to
search information from a database.

Homedoor databases can be implemented as relational databases. However, in the
following we do not consider the structure of the databases and tables in detail, but
present what fields the tables should at the minimum contain.

When the customer registers into homedoor web, her information can be saved into a
database according to unique customer number as primary key. Other fields
concerning a customer are at least name, address, country, GSM number, username
and password. Possible e-mail address, profile and preference information can be
saved into a database.

To query areception box's properties, a database must have field for every property
of abox. Thisinformation can be searched using box system ID and box ID as keys.
Other fields are the location of the box (address), height, width, depth, total capacity
and preservation temperature. A box's reservation situation has to be also known in
the case reservation system is implemented. To reserve a box, one has to know the
pick up time window set by the hauler and the trader, i.e. date, time and reservation
situation of abox (box system ID and box ID).

In order to be able to sent hauler's PIN to a trader, the service center has to have a
table that contains traders contact information, e.g. unique trader ID and a GSM
number where all the PINs are sent with related information, see table 4.1. It would
be appropriate to save al generated PINs and related customer numbers, box
identification information and pick up time windows to a database for reporting and
problem solving purposes.

All logging information and alarms can be also saved into a database. L ogging would
at least include the date and time when a PIN and related customer number were
used. All the alarms would the traced according to a box system ID and box ID and
they would include alarm type, possible cause of the alarm (customer number and
related PIN), date and time.

What we have to notice is that only the properties of the boxes and reservation
system have to be front end databases, i.e. accessible by all the stakeholders.
Moreover, properties of the boxes can be read only database. All the other
information is placed into back end of the system so that only the administrator of the
service center is able to access and edit the master databases.
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In this chapter we consider the data connection between a reception box and the
service center. We begin with summarizing messages that are transferred between
the box and the service center. We do this with the help of message sequence
diagram presented in the figure 4.13.

5 HHBWRQ 6HYIFH
wR &HOMJ

customer number, PIN (hauler)

customer number, PIN (customer) tC(:)zn et?]erem

Basic operation
» | messages

customer number, PIN:used (hauler)

customer number, PIN:used (customer)

A 4

Alarm (7 types)

Query (3 types)

Reply (3 types)
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From the figure 4.13 we see that there are 15 different messages, the main types
being PIN messaging, alarms, queries and replies. In addition, we could consider
introducing acknowledges and setting parameters, such as temperature highLimit
(see figure 4.12), as the main types. All the messages relate to a reception box in a
box system, i.e. the box can be identified with box system ID and box ID. From these
facts we can construct a data packet structure. The structure is presented in the figure
4.14.

1 | 2 | 3| a4 | 5 | 6 | 7 |(7-bitASCll characters)
<box system ID> 7
<box D> | <msgtype> | <mID> | 14
21
DATA
n

) LUXWH " Db SDANHAXAXRAMUH

We chose to operate with 7-bit ASCII characters in order to guarantee SMS support.
We chose that there can be 10 million unique box systems (0- 9 999 999) which each
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may consists of 1000 boxes, i.e. box ID is between 0 and 999. The data packet
structure supports 100 different message types. We have defined 15 of them earlier
in this thesis. In addition, we have one character long m ID (message ID) in the
header. M ID tellsif the message is initiation message, acknowledge message, query
message or reply message. To sum up, header is 13 characters long, i.e. 7
bits/character * 13 characters = 91 bits§ B W/ ,| ZHIRP DN WH KHDG-ULQo
binary format, we would be able to shorten it. However, we want it to bein clear text
format so that later we are able to compare the properties of SMS and GPRS as data
bearer between a reception box and the service center.

If we think the length of a single message's payload transferred between a reception
box system and the service center, we notice that messages are quite short. Queries
of parameters and replies to them are very short. As well, darms can be declared
merely with the help of message header. The longest message is the one which
contains PINs and customer numbers of a hauler and a customer. If each of these
PINs and customer numbers were 8 characters long, then we had 12 + 28 (header +
data) = 40 bytes of payload. To be careful, we use in our cost estimate calculations
(Appendix B) average payload of 100 bytes in order to permit longer messages and
additions to our message header format. However, if we consider the payload that a
SMS can carry, we still would have some bytes to be used even if we encrypted the
message. Namely, in the chapter 3.2.3.1 SMS Security we estimated that an
encrypted SMS can carry 115 bytes of payload.

In the following we will consider first SMS and then GPRS as data bearer between a
reception box system and the service center. SMS and GPRS are the first choices as
bearers, because we are mainly interested in lightweight mobile solutions and
especidly in M2M applying WAP for Wirdess CORBA. Trend-setting cost
calculations for SMS and GPRS connections are al so presented.
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As we noted earlier in the chapter 3, SM'S does not require end to end connectivity,
because it is a store and forward service. This means that we do not need to know the
connectivity status of a recipient, but leave to the network the task of buffering
messages and delivering them. In consequence, if we think that connection was down
between a reception box system and the service center, the network would take care
of the SM S delivery when the connection rises up again.

Current SMS center hardwares can handle a few thousand SMSs per second, so SMS
center hardly becomes a bottleneck in the network, i.e. in 2normal® conditions SMSs
are surely delivered in less than thirty seconds from sender to recipient. This is
enough for the purposes of the homedoor system, because our design is not genuine
real time system. We mean that it is enough for us that customer numbers, PINS,
alarms etc. travel through data networks in less than a minute. In addition, because
SMSs traverse in SS7 network, it is possible to use the voice channel and send and
receive messages concurrently. This is an useful feature, if we want to create a
speech connection e.g. in fault situations when a stakeholder is not able to open the



box without the help of an administrator and concurrently the service center has to
access boxes or send a new customer number and PIN.

Size of one SMS's payload is bit problematic. It is quite small, only 140 bytes. And
because we need enhanced security, the size of the payload diminishes to
approximately 115 bytes. Encryption of the message is needed, because we send
authentication information (customer numbers and related PINS) over network. Of
course, we could use WTLS in case of WAP, but this would in turn cause extra
overhead. We could concatenate messages and reconstruct them at the other end.
However, financialy this does not seem to be the solution. In Appendix B we have
calculated a preliminary cost estimate for the SM'S connection between a reception
box system and the service center using operators' prices presented in tables 3.1 and
3.2

The box system consists of 1-100 boxes. We have estimated the amount of monthly
transferred SMSs between the boxes (one connection, i.e. cellular phone per box
system) and the service center with following suppositions to get a trend-setting cost
estimate. To one box in the box system there can be 1-90 deliveries per month. One
delivery and pick up combination generates (at least) three SMSs onto the GSM
connection, one from service center and two from the box, see figure 4.13. The
message from the service center is included, because we want to estimate the total
costs of the connection. In addition, we assume two other messages, such as alarms
or query and reply combination, per box per month. The overhead is set to 100 per
cents, because in M2M solutions WAP and CORBA surely cause overhead worth
one SMS per one sent SMS (payload < 115 bytes). These assumptions are rather
conservative, but still we notice that a SMS connection gets rapidly quite expensive
compared to GPRS.

* 356

GPRS offers us a possibility to use IP al the way from the service center to a
reception box. IP offers uniform addressing and enables packet oriented networking
and more efficient usage of resources. Because users are charged only based on
transferred data, GPRS can offer always-on service. This shortens response times
(one to four seconds in practice), because there are no dial-up formalities. GPRS's
throughput in practice is also good enough for the purposes of the homedoor system.
As in SMS service, we can use GSM and data services simultaneously (subscriber
classA) if needed.

In security questions GPRS has one major advantage compared to SMS considering
WAP for wireless CORBA. If we use external service provider to provide WIOP
gateway service we are not able to create real end to end security if we use SMS. Of
course, we can encrypt SMS messages, but at WIOP gateway they are deciphered
and possibly encrypted again if we have SSL or VPN connection between the WIOP
gateway and the server application at service center. By deploying GPRS we can
implement real end to end security solution using IPSec VPNs. This solution has
some challenges, but they will be overcome at the latest after the transition from 1Pv4
to IPv6.
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What makes GPRS even more attractive is its charging model, which is more
suitable to the homedoor system. Although our cost estimates are rough and the
assumptions on the amount of transferred data may be broadminded, there is no
doubt that GPRS is much cheaper than SMS (Appendix B). In rare exceptions, i.e.
very small amount of data is transferred, SMS is cheaper. This amount is so small,
that business with the reception boxes is surely not profitable if there are only very
few deliveries monthly.

2 WH)YdHDUHY

In this thesis we have mainly been interested in SMS and GPRS as possible data
bearers between a reception box system and the service center. Basically, we have
been intrigued by the M2M potential which uses SMS, HSCSD or GPRS as data
bearer. HSCSD is in our opinion only dlight improvement to GSM data and
moreover, we see bigger opportunities in more common bearers, i.e. SMS or GPRS.
What about other wireless bearers which also fulfil our homedoor system mobility
requirement? Enhanced Data Rates for GSM Evolution (EDGE) and Universal
Mobile Telecommunications System (UMTS) would offer for the purposes of the
homedoor system only more speed which really is not needed. In addition, these
technologies are not in commercial use yet. However, if they in the future enable
cost-effective data transmission, they should be considered. Nowadays we really
cannot know the pricing of these future technologies and their compatibility to the
M2M or OSGi.

Concerning OSGi we have stated that it is likely that the OSGi gateway has a
broadband fixed connection to the Internet. Fixed connections as data bearers
between a reception box system and the service center are not considered, because
OSGi isadightly different solution compared to M2M and the scenario where OSGi
and the related reception box would be implemented is different. This scenario is
introduced in the next chapter. Another reason is that fixed connections are too
excessive solutions for the connection between the service center and a reception box
system. However, a fixed Internet connection for a customer, trader, hauler and
maintenance is the best option to connect to the homedoor web.

0 0 DQG26* LIQ+ RP HERRU( QNLRP HQW

In the following we put together the parts presented this far. Furthermore, M2M and
OSGi as driving solutions are discussed.

00

The M2M concept enables remote controlling and monitoring of devices by
providing a two-way communication channel. In the previous chapter we assessed
GPRS to be the most attractive option as the communication channel. With the help
of CORBA and IP interoperation of software over data networks is enabled. WAP in
turn gives us a framework to scale across wireless networks transparently and
provides reliable transactions needed by CORBA. VPN provides the security needed
between a reception box and the service center.
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In the figure 4.15 we see the central role of M2M in the homedoor system. In
addition, the figure brings all the parts of this thesis together: the foundation of the
reception box software in the form of class diagram, data packets transferred over
M2M using GPRS between reception boxes and the service center, guidelines of the
architecture of the service center and its databases, illustration of the reservation
system and the stakeholders of the homedoor system excluding maintenance.
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In the M2M business several service providers have arole. GSM operator provides
the underlying network and the WIOP gateway provider operates at the junction of
the GSM and the Internet worlds relaying messages by WIOP to 11OP conversion.
CORBA ORBs and both hardware and software in embedded device in customer
premises are possibly delivered by separate suppliers. This is to say that severd
companies have business interests in the field of M2M.

We see M2M as enabler for enhancing e-commerce logistics. It provides automatic
controlling and remote monitoring of reception boxes and generates cost savings in
administration and maintenance of the reception box systems. Our design of the
homedoor system with the help of M2M enables mobility of the system. The system
can be placed wherever there is GSM coverage, i.e. it is not restricted to residential
buildings but the homedoor reception boxes are movable and can be easily utilised
e.g. in exhibitions or outside residential buildings. M2M deployment for reception
boxes is a separate lightweight solution which means that other appliances are not
meant to be used together with reception boxes.

26% L

OSGi from our point of view fits best for the purposes of home automation. Thisisto
say that with the help of OSGi gateway several different appliances are being
networked. The assumption from our side is that a customer already has an OSGi
gateway with the Internet connection in her premises. Gateway may be integrated for
instance on TV set-top box. This also means that scenario with the OSGi is that
every household separately has their own reception box. The role of the service
provider according to OSGi framework (figure 3.11) is to provide the reception box
and appropriate java bundle for monitoring and administering the box.

From our point of view there is no sense in using an OSGi service platform only to
control a reception box system but a bunch of services, such as remote electricity
meter reading, lighting controlling, monitoring alarm systems etc. This brings us to
the vision of the intelligent home where appliances are able to °talk® to each other. It
is not along shot to predict a vision where a person is able to check remotely the
contents of her fridge. This might be carried out for instance with RFID (Radio
Frequency ldentification) tagged products and a fridge with bluetooth connection to
the OSGi gateway. Then, after person notices that she lacks something, she can log
into webshop, purchase the products and ask for home delivery to areception box.

Anyway, the standardization of OSGi ill lacks some important features such as
billing, PKI security and initial setup. Besides, gateway based solutions for homes
have just slowly begun to penetrate into consumer markets. For the reasons we chose
a rough visionary approach concerning OSGi enabled reception box solution to
enhance e-commerce logistics. In addition, we remind that origina motivation for
this thesis was to find out a solution for providing logistic solution for residential
buildings, not for households. Shared reception boxes with M2M provide the data
communication framework for enhancing e-commerce logistics in residential
buildings, whereas we see OSGi enabling the e-commerce logistics to households.
Nevertheless, the OSGi version of the homedoor system reception boxes is similar to

68



the M2M solution when we consider our findings done in the first part of chapter
four.

6XP P DU

In chapter 4 Homedoor the frameworks that enable the enhancement of e-commerce
logistics have been introduced. First the project environment was presented and the
stakeholders of the homedoor system and their roles in it were considered. By using
UML use cases and activity diagrams the definition of the functionality of the system
and data flows between stakeholders were done. The concept of the homedoor
system was introduced and particularly the characteristics of the data connection to
the reception boxes were considered. In the end of the chapter applicability of M2M
and OSGi to homedoor were assessed.

In the following the basics of the homedoor system concept (figure 4.15) is presented
by going through the order — delivery process. Everything starts when a customer
goes to www page of a trader who has joined homedoor web. The Internet
connection of the customer is SSL secured after her logging into the system using
formerly obtained username and password. The customer first checks that there is a
reception box available at time when she wants her products to be delivered. Then
she goes back to webstore, purchases the products and chooses the reception box as
delivery method by reserving one or several boxes. The system ensures that the time
of delivery of the products is reasonable. The service center and the trader get the
appropriate order information. The service center generates PIN codes for the hauler
and the customer. The PIN, box ID and pick up time window of the customer are
sent to her by SM S either/both at this phase or/and after the delivery has taken place.
The PIN of the hauler is sent to the trader to be attached to the delivery. All the other
relevant information on the order is sent directly to the trader when the customer
places the order.

The service center sends the authentication information of the customer and the
hauler to the reception box whereto the customer has asked the products to be
delivered. This is done in a secure way by taking advantage of the Internet and
GPRS, i.e. the M2M solution, which was found appropriate for our purposes. The
trader notifies the hauler that there is an order to be delivered. The hauler deliversthe
products, which from the service center is notified. The customer is notified that her
products are delivered and can be picked up. Finadly the customer goes to the
reception box, enters her customer number and PIN code, box opens and customer
picks her products up. After closing the door of the reception box service center is
notified that pick up has happened (the customer number and the related PIN were
used).
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| RIDMARY

Buying and selling over the Internet is not that divergent compared to traditional
ways of doing business. The only major difference is that interacting takes place in
virtual marketplaces. You can search services and products from the market, order
and pay for them by exchanging required data in real time. The problem arises after
the financial settlement, because home delivery over data networks, excepting few
cases, isimpossible. Accordingly, the biggest challenge nowadays in e-commerce is
the home delivery to the customer, i.e. the last milein the logistics chain.

The largest separate problem in the logistics chain might be its instant
incompatibility to e-commerce. In business-to-customer transactions level of
complexity in logistical questions is high, because customers create a number of
disssimilar small orders. Current logistics chain with suppliers, distributors and
retailers cannot create enough competitive advantage when integrated directly to e-
commerce environment. It is just add-on business with large expenses. In
consequence, changes in the structure of logistics are needed before viable home
delivery solutions can emerge.

Concurrently with the changes in the logistics chain we have to be able to guarantee
the success of the delivery. Haulers cannot afford the absence of the customer at the
delivery hour. Basically, the solution is quite easy. If a customer is no more needed
when delivery takes place, cost savings are generated. Although on the concept level
the solution seems to be simple, severa attempts to enhance e-commerce logistics
have failed. The most promising emerging solution for the home delivery, at least in
the ssimulation studies, is a shared, unattended reception box.

The unattended reception box model enables services for elderly and disabled and
offers autonomy for families with children. In addition, it is possible to reduce the
amount of traffic emissions and create more leisure time with the help of unattended
reception box. The risk is that the density of drop offs will be too small meaning that
there are not enough customers creating turnover. This may arise from the fact that
the customers are not able to touch, smell or see the products before delivery.
Another threat is that the pricing of the productsisimproper. That isto say itislikely
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that customers are not willing to pay al that much extrafor the home delivery. In the
future, constructing an appropriate cost model to research customer behaviour and
the profitableness of the homedoor system should be done.

7 KH+ RP HRRU) LDP HZ RN

The homedoor framework presented in this thesis outlines the information
technology solutions related to the ordering of the goods and their transportation and
storing in intermediate storage system. The framework in tandem with the concept of
unattended reception boxes is meant to enhance the e-commerce logistics. The
framework is constructed on the basis of separate stakeholder roles. The roles of the
customer, trader, hauler, administrator and maintenance are enough to reflect the
users of the homedoor system. The role of the administrator is central in the
homedoor system. The administrator is the key person who operates and administers
the information technology and the functionality related to the system. The most
practical and probably the most economica choice for the administration of the
homedoor reception box system is centralized controlling from the service center.
Because of the centralization, the administrator is the only stakeholder who has direct
access to the reception boxes from the information technology point of view. Other
stakeholders are able to get the reception box related information from the service
center if properly authorized.

The number of the reception boxes at different locations may vary and in addition,
there are severa types of boxes, such as dry, cold and heated. To economize the
maintaining of the boxes, pre-emptive actions e.g. in the form of temperature and
power cut alarms sent to the maintenance via the administrator have been considered.
Because the reception boxes are meant to be shared, an access control carried out
with the customer numbers and one-time PIN codes have been introduced. To be
able to enforce the functionalities described above, the conclusion was made that a
data connection between the service center and the reception boxesis required.

Sharing of the reception boxes brings along also another requirement. In order to
guarantee the hauler that there is an appropriate box free for the deliverables, |
suggest that some kind of reservation system would be applied. This means that the
customer chooses appropriate shared reception boxes and a pick up time window.
Then, for the purposes of delivery there has to be a delivery time window. This
places quite ambitious requirements to a trader, as well to a hauler and their
cooperation. At first, every product has to have atime of delivery as attribute in the
homedoor system (in trader' s product databases) and what is most important, time of
delivery has to be fulfilled. Delivery time window — pick up time window
combination in genera is quite demanding scenario. Anyhow, the case is not self-
evident. If some reservation of the shared boxesis not carried out, what happensif all
the reception boxes are full when the hauler arrives? In the case of chilled or heated
food, assuming that there are boxes available at different temperatures, it would be
very irritating if no appropriate boxes were available. Of course, if enough boxes
were available so that space would aways be guaranteed, reservation system would
be just a waste of resources and time. However, it seems that a reservation system is
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needed. It is then only a question of how to optimize delivery and pick up time
windows of the reception boxes. Understandably different boxes could have rigorous
or loose time windows depending on severa variables, e.g. usage level. As well, the
responsibilities of choosing the 2right® pick up time window, the type and the
number of the reception boxes are then transferred to the customer.

Technically the homedoor framework counts greatly on the Internet. Basically all
transactions between the service center and the stakeholders are carried out in the
Internet. The enabler of the Internet, 1P, offers uniform addressing throughout data
networks and enables the integration of various transmission technologies. In the
future, transition from IPv4 to IPv6 will enable truly device-level ubiquitous
computing, because every machine can have its own public IP address. The large
address space of the IPv6 has been the greatest contributor to all 1P vision, which
enables the integration of machines meaning that everything will be connected to
everything else. The homedoor reception boxes can be regarded as part of these
machines.

Also the data connection between the service center and the reception boxes deploys
IP on top of GPRS. GPRS was assessed to be the most attractive option as the
communication channel, because it is wireless technology, quite cheap, uses IP as
addressing schema and offers adequate security functions. Another option was to use
SMS as data bearer, but it turned out to be a bit impractical and expensive for the
purposes of the homedoor framework. Both GPRS and SMS are used in the M2M
concept which was considered an end to end solution between the reception boxes
and the service center. With the help of M2M remote controlling and monitoring of
the reception boxes is enabled. The use of M2M aso generates new business
opportunities for service providers. GSM operator provides underlying network and
WIOP gateway provider operating at the junction of GSM and Internet worlds relays
messages by WIOP to IIOP converson. CORBA ORBs, which are used as
middleware in the client server relationships, and both hardware and software in
embedded devices are possibly delivered by separate suppliers.

As an option to M2M, OSGi was presented and its possibilities were shortly
discussed. OSGi provides a service delivery point with the help of a gateway that
enables the cooperation of mixture of architectures. Through the gateway home
appliances are networked and their monitoring and controlling e.g. over the Internet
is enabled. However, OSGi being 2a heavyweight® solution compared to M2M, there
IS no sense in using the OSGi service platform only to control reception boxes, but a
bunch of services, such as remote electricity meter reading and lighting control. This
means that OSGi probably fits best for the purposes of home automation. In addition,
OSGi standardization guaranteeing the interoperation of the gateways lacks some
features that are needed in commercial implementations. We have to aso remember
that the original motivation for the thesis was to provide a framework for enhancing
logistics to residential buildings, not to households. Shared reception boxes with
M2M provide the data communication framework for enhancing e-commerce
logistics in residential buildings, whereas OSGi enables the e-commerce logistics to
households. However, thesis remarks that networked home likely is the next frontier,
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i.e. the deployment of gateway based solutions for homes would be a good topic for
future work.

* HHDO DWAXWRQDQG&RFOEQ) . RUBY

There are a couple of essential questions to be answered, before the implementation
of the homedoor framework can begin. Is a shared unattended reception box really
the solution that people want to have? If enough potential customers are not truly
interested in ordering groceries, books, CDs etc. to the reception boxes, the
framework heads towards financial difficulties. The price of the service for the
customer is surely a factor which affects the most to the customer behaviour. If the
products to be delivered are more expensive compared to products bought from
traditional bricks and mortar department stores or if the charge of the delivery service
and the usage of the reception boxes are priced out of the market, there is no way to
create large customer base.

For potential investors the cost of entering in the marketplace might be high. It is
likely that there has to be at least tens of locations where to deliver, before traders
and haulers are interested in joining homedoor. This indicates that it is easier to start
with densely settled areas where the drop off density is likely to be higher. If the
changes in the logistics chain will be carried out to some extent, it will add the start
up costs of the homedoor system from trader and hauler point of views. However,
haulers are thought to be potential investors due to savings generated in the costs of
the last mile. The administrator of the service center can also be seen as an investor
and in addition, because the framework itself is differentiated from the virtua
marketplace, third party ownership and investors may be considered. One of the
major problems is the assessment in money. How monetary transactions between
owners and stakeholders are arranged, what is the cost structure and the income
distribution structure?

The Internet and new technologies enable new services, value chains and business
models. In this thesis we have explored these technologies and used them as building
blocks in the development of the homedoor framework. The framework offers a
concept and technological basis to enhance e-commerce logistics. It also pinpoints to
some extent the fact that in the middle of technological enthusiasm we have to
remember that regardless of whether al the technical issues can be met, few
organizations will undertake a project unless it meets their financia criteria.
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nmodul e Honmedoor {

i nterface BoxSysten{
attribute | ong BoxSystenl D;

struct Box{
short depth;
short w dth;
short height;
short capacity;
) short box! D;

t ypedef

sequence <Box> Boxes;

interface Box : BoxSysten{

Boxes |istBoxes (in Boxes all_boxes);

voi d boxAlarm ( );

interface Door Box{

readonly attribute bool ean stat us;

bool ean openDoor ( );
voi d doorAlarm ( );

interface Power Box{

readonly attribute short voltage;

void powerAlarm ( );

interface Tenperature : Box{

readonly attribute short tenperature;

attribute short lowLimt;
attribute short highLinmt;

voi d tenperatureAlarm ( );
}s

interface Authentication : Box{
private

private

sequence <l ong> Pins;

bool ean
bool ean setPin (in long pin);
voi d authenticationAlarm( );

set CustonerNo (in |long custonerNo);

REXGILQ, "' /

/
/

/

—~—

—~—
~—

/
/

—~——
—~——

/
sequence <l ong> Cust oner Nunber s; /

74

/
/

/

~—

/
/

boxSyst em D

box properties

sequence of boxes

l'ist all boxes
break in alarm

check door status

open door (renotely)
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check vol tage

power failure

check tenperature
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tenp alarm
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cust omer nunbers
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nof  orders/ messages/ other msgs/  msg overhead Total Number of Messages/ Month

boxes month/ delivery box/ (0,1 = 10%)

box and pick up month 1box 2 boxes 5 10 20 50 100

1 3 2 1 10 20 50 100 200 500 1000

2 28 56 140 280 560 1400 2800

5 8 52 104 260 520 1040 2600 5200

10 12 76 152 380 760 1520 3800 7600

20 15 94 188 470 940 1880 4700 9400

50 30 184 368 920 1840 3680 9200 18400

100 60 364 728 1820 3640 7280 18200 36400

90 544 1088 2720 5440 10880 27200 54400

1box 2 boxes 5 10 20 50 100

Monthly costs SMS lorder | 4,00 4,80 720 11,20 19,20 43,20 83,20

DNA 4orders | 544 7,68 1440 2560 48,00 115,20 227,20

8| 7,36 11,52 24,00 44,80 86,40 211,20 419,20

12| 928 1536 33,60 64,00 124,80 307,20 611,20

15 | 10,72 1824 40,80 78,40 153,60 379,20 755,20

30| 17,92 3264 7680 150,40 297,60 739,20 1475,20

60 | 32,32 61,44 148,80 294,40 585,60 1459,20 2915,20

90 | 46,72 90,24 220,80 438,40 873,60 217920  4355,20

1box 2 boxes 5 10 20 50 100

Monthly costs SMS lorder | 3,58 4,56 7,50 12,40 22,20 51,60 100,60

Radiolinja 4orders| 534 809 1632 30,04 57,48 139,80 277,00

8| 7,70 12,79 28,08 53,56 104,52 257,40 512,20

12 | 10,05 1750 3984 77,08 151,56 375,00 747,40

15| 11,81 21,02 4866 94,72 186,84 463,20 923,80

30| 20,63 3866 92,76 182,92 363,24 904,20  1805,80

60 | 38,27 7394 180,96 359,32 716,04 1786,20 3569,80

90 [ 5591 109,22 269,16 53572 1068,84  2668,20  5333,80

1box 2 boxes 5 10 20 50 100

Monthly costs SMS lorder | 4,09 5,39 9,29 15,79 28,79 67,79 132,79

Sonera 4orders | 6,43 10,07 20,99 39,19 75,59 184,79 366,79

8| 955 16,31 36,59 70,39 137,99 340,79 678,79

12| 12,67 22,55 52,19 101,59 200,39 496,79 990,79

15| 15,01 27,23 63,89 124,99 247,19 613,79  1224,79

30| 26,71 50,63 122,39 241,99 481,19 1198,79  2394,79

60 | 50,11 97,43 239,39 475,99 949,19 2368,79  4734,79

90 | 73,51 144,23 356,39 709,99 1417,19 3538,79 7074,79
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nof  orders’  messages/ other msgs/ average msg overhead Total Sent Data (MB) / Month
boxes month/ delivery box/ message (0,1 = 10%)
box and pick up month size (MBs) 1box 2 boxes 5 10 20 50 100
1 1 3 2 0,0001 05| 00008 00015 00038 00075 00150 0,0375 0,0750
4 0,021 00042 00105 00210 00420 01050 0,2100
5 8 0,0039 00078 00195 00390 00780 01950 0,3900
10 12 0,0057 00114 00285 00570 01140 02850 0,5700
20 15 00071 00141 00353 00705 0,410 03525 0,7050
50 30 0,0138 00276 00690 01380 02760 0,6900 1,3800
100 60 0,273 00546 01365 072730 05460 13650 2,7300
90 0,408 00816 02040 0,4080 0,8160 2,0400 4,0800
Monthly costs GPRS 19,85
DNA
1box 2boxes 5 10 20 50 100
Monthly costs GPRS lorder | 8,35 83 835 83 835 83 835
Radiolinja 4orders| 835 835 835 83 835 83 835
8| 835 83 835 83 83 83 835
12| 835 83 835 83 83 83 835
15| 835 83 835 83 83 83 835
30| 835 83 835 83 83 835 1010
60| 835 83 835 835 835 1010 11,85
90| 835 835 835 835 835 118 1535
1box 2 boxes 5 10 20 50 100
Monthly costs GPRS lorder | 884 884 884 884 884 884 884
Sonera Opt. 1 4orders| 884 884 884 884 884 884 884
8| 884 884 884 884 884 884 884
12| 884 884 884 884 884 884 884
15| 884 884 884 884 884 884 884
30| 884 884 884 884 884 884 1079
60| 884 884 884 884 884 1079 1274
90| 884 884 884 884 884 1274 1664
1box 2 boxes 5 10 20 50 100
Monthly costs GPRS 1order | 21,09 21,09 21,09 21,09 21,09 21,09 21,09
Sonera Opt. 2 4 orders | 21,09 21,09 21,09 21,09 21,09 21,09 21,09
8| 21,09 21,09 21,09 21,09 21,09 21,09 21,09
12| 21,09 21,09 21,09 21,09 21,09 21,09 21,09
15 | 21,09 21,09 21,09 21,09 21,09 21,09 21,09
30 | 21,09 21,09 21,09 21,09 21,09 21,09 21,09
60 | 21,09 21,09 21,09 21,09 21,09 21,09 21,09
90 | 21,09 21,09 21,09 21,09 21,09 21,09 21,09
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